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Introduction

* NIST Definition of Cloud Computing

— Cloud computing is a model for enabling ubiquitous, convenient, on-demand
network access to a shared pool of configurable computing resources (e.g.,
networks, servers, storage, applications, and services) that can be rapidly
provisioned and released with minimal management effort or service
provider interaction.

* Potential Benefits

— Improved mission-effectiveness
* Improved reliability using on-demand resources to recover after failure
* Surge capacity provided using rapid, on-demand elasticity
* Improved access to data sets, services, and other resources

— Improved cost-effectiveness
* Economies of scale achieved through consolidation
* Generic hosting environment provided for many missions
* Reduced power, space, cooling, physical infrastructure requirements

* Two Related Topics
— Autonomic Cloud Workflows
— Cloud Federation




A Cloud-Based Reference Model
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Issues and Observations

* How can we manage sets of applications that will have differing
resource and performance requirements?

— How can we ensure that each application meets its goals (e.g., throughput),
while ensuring that aggregate cloud requirements are met (e.g., overall
server utilization)?

— Individual and aggregate requirements could be competing and conflicting
* Service Level Agreements (SLAs) are commonly considered to
address the issue of individual requirements
— Specifically machine-enforceable SLAs
— Formal specification of service requirement

— Monitoring infrastructure to measure actual service

— Control elements either raise alarms or bring the system “back into spec”

* Autonomic Computing
— “Intelligent” control elements (“agents”) that can infer what to do — and do it

— “Self-healing, self-organizing,” eftc., eftc.



The Autonomic Control Plane Concept
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A Decentralized Control Plane
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Generic Interaction Model
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Possible Control Plane Elements
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An Application Component That Can Take
Advantage of On-Demand Cloud Resources
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An Example of How to Use
Cloud-based Workflows

* Use cloud computing to support on-demand
correlation analysis for the intelligence community

* Develop a cloud testbed and development facility
* ICORE Concept

— Browser-based interface to cloud-hosted “correlation
engines” that can access massive data and present
meaningful results
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Background: Basic CORE

* Google Earth-based tool to access and display remote, map-
based data

— Available data sources shown on the indented “tree” menu
— 41k SLOC of KML & remote scripts for actual data access
— No analytical capabilities

— Difficult to know what data is available in the “tree” menu
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Basic CORE Architecture
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*“Pin Forest” where it is very difficult or impossible to identify what's
of interest
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ICORE Conceptual Architecture

Correlation Engine Database

T
)

EE— Event Data
and Metadata

~

iCorr
Params

Correlation parameters from the Client
determine the correlation semantics of the
Correlation Engine (CE)
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» Source data could be raw data or data used by original CORE
Goal: run multiple CEs on-demand on a cloud
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Cloud-Hosted CEs Running “At Scale”
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Supporting CE Workflows with Pypes

* Pypes: python-based visual programming tool
» Palette of functions available to compose CE semantics

» Can be used a user interface and workflow manager
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Managing Workflow
Execution with
Hierarchical,
Composite Tasks

* Browser client talks to Pypes Head Server
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An Example: the ICORE
China Connection Demo
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Changing Gears: Why Federate Clouds?

* Fundamental Cloud Technology:

— On-Demand Provisioning of Resources, e.g., servers, storage,
communication, platforms, services

* The Leap: a Global, Inter-Cloud:

— Everything is available anywhere, anytime, securely, transparently,
without having to worry about infrastructure

* Fundamental cloud technology says nothing about:
— Distributed Data and Workflow Management
— Wide-Area Network Management
— Federated Identity Management
— Single Sign-on
— Delegation of Trust
— Virtual Organizations
— Managing the Trust Ecosystem

* This requires Cloud Federation




Cloud Deployment Modes

Public Cloud

Private
Cloud

Private
Cloud

Organization A Organization B

19



Necessary Security Capabilities for Federation

* Federated Identity Management (Authentication — AuthN)
— “Are you who you say you are?”
— “Where are you from? Who is your Identity Provider?”
— “Can | trust your Identity Provider?”
— “How do | interact with your Identity Provider to verify your identity?”
* Federated Access Control (Authorization - AuthZ)
— In a distributed env, how are user identities mapped to authorization privileges?
— Use a trusted Attribute Server to manage dynamic sets of authorization attributes

* Provides a “security context” to manage sets of authorization attributes that are
not tied to any particular home institution

* Authorization attributes must be well-known, or negotiated and agreed upon
— This is the Virtual Organization (VO) concept
* Could also be called workspaces, enclaves, ...
* Trust Federations
— Establishes trust among potential federation participants
— Example: International Grid Trust Federation, www.igtf.net
* Provides "Good Housekeeping Seal of Approval" to CA operators
* Certificates from approved CAs are trusted among IGTF participants
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http://www.igtf.net

OpenStack: an Open Source Cloud Project

Simplified OpenStack Architecture
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http://www.openstack.org

Federating OpenStack Clouds with a VOMS
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AuthN and AuthZ Services in a Cloud Federation Framework

2 AuthN & Attrs methods:
Push: Attrs obtained by User
Pull: Attrs fetched by AuthN
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Introducing a VOMS
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Example of Operational VOs:

Worldwide LHC Computing Grid Dashboard: http://dashb-earth.cern.ch

®no WLCG Earth

' @ @ @ [} [ http://dashb-earth.cern.ch/

Most Visited ~ Getting Started Latest Headlines 3

n WiCG Earth
y e
L7 =’ -
10/14/2011 11505:05 lr[l.v' - 5 - :
.’ >. - >v / 4 /‘

f =/

B TRV

& Running jobs: 185303.0 -
. ~ Transfer rate: 6.15 GiB/sec

e

: X
Routinely-runs:-over 200 VOS qle

@da-Erabled by the International Grid Trust Federation =

- T AN



The NGA/NCOIC GEOINT Community Cloud Project
Disaster Response Scenario Using Federated Clouds

Stakeholder Cloud #1 Stakeholder Cloud #2 Stakeholder Cloud #3 First Responders
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Project Detalls

* The National Geospatial-Intelligence Agency (NGA) has
contracted the Network-Centric Operations Industry
Consortium (NCOIC) to run a pilot project for a
Geospatial Intelligence Community Cloud for

Disaster Response
— Leverage industry best practices to provide global
— Enable data mobility
— Enable each participating organization to manage the data they provide
— Protect digital GEOINT data from unauthorized use

* NCOIC GCC Cycle One Team Members:
— NJVC, Boeing, The Aerospace Corp., the Open Geospatial Consortium

* Three-Cycle Project Approach:
— Cycle One: Infrastructure
— Cycle Two: Application Software
— Cycle Three: Disaster Response Demonstrations




Summary and Discussion
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Two major topics explored:
— Cloud workflows
— Cloud federation — Virtual Organization

Cloud workflows will be central to how ground systems are
deployed and managed on clouds

Autonomic control will be crucial since it will simply not be
possible -- nor desirable — to have humans in the loop

Cloud federation will be central to how ground systems are
operated across a distributed infrastructure of inter-clouds

Cloud workflows will have a parallel "authorization workflow"
that authorizes each step of the workflow on-the-fly

Lots of work to be done
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