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Unerstanding Autonomy Risks

Autonomy high payoff technology for NASA:

— e.g.: automated rendezvous and docking, ISHM; deep
sSpace

« Butthere are barriers to use:
— little heritage, hard to ensure correctness, new failure

modes

« Aim to assist identification and quantification of
risks for (autonomy) software

e Key risk quantities:

— Risk Exposure RE =Prob(Loss) * Size(LosSs)

— Risk Leverage RL = (RE(before) — RE(after)) / mitigation
cost
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Software Dependability Opportunity Tree
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Software Defect Detection Opportunity Tree

— Completeness checking

Automated —— Consistency checking
. - Views, interfaces, behavior,
An aIyS IS pre/post conditions
— Traceability checking
Defect
Detection —— Compliance checking
and Removal - Models, assertions, standards
- Rqts. —— Peer reviews, inspections
_ ggzig " Reviewin g Architecture Review Boards
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— Requirements & design

— Structural
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— Regression
— Value/Risk - based

L Test automation
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Orthogonal Defect Classification
- Chillarege, 1996
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Current COQUALMO System
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Defects versus V&V Tools

Model Runtime
r|ty P0|yspace CheCking AnaIySiS

Divide by 0 1 3 1 2 | 3| 2

Uninitialized 1 1 1 2 1 ? 3 3
Variable
Deadlock X X 3 ? 1 1 3 2
Race

Array bounds 1 2 1 2 2 ?

Math functions X X X X 3 ?

Resource 1 2 1 2 2 ?
contention
Error Handling X X X X 2 ?
Return codes 1 ? 1 ? ?
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Risk Exposure Calculation

Checklist/ Historical risk
taxonomy frequency data l

Risk exposure

Applicable risks for each risk for
€.g. this project
. iInconsistency 4000
Requirements  User selects - creep 1500
defects
volatility 10000
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Project COQUALMO |  Design
Development > » performance 6000
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. numerical stability 900
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Macro-Risk management risks
v

Total risk
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RL-Prioritized Risk Mitigation
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Macro-Risk Sources

 Plans, Schedules, Budgets
— Late, inadequate V&V, testbeds; lack of slack

e Contracts, Reviews
— Overfocus on functions, hardware, nominal case
— Lowest-cost labor, no retention incentives

o Systems of Systems, COTS

— Inconsistent assumptions, interfaces, protocols; dynamism

« Change/Risk Management
— Requirements creep, bureaucracy, SoS scalability

« KPP Trades
— Safety/security/availability/performance/evolvability/scalability
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