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What is Software Reliability?

Software reliability: “The probability that software will 
not cause the failure of a system for a specified time 
under specified conditions. The probability is a 
function of the inputs to and use of the system as well 
as a function of the existence of faults in the 
software. The inputs to the system determine 
whether existing faults, if any, are encountered”.  
[IEEE89]
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Why Do We Care?

Determine whether software can be released
Predict resources required to bring software 
to required reliability
Determine impact of insufficient resources on 
operation reliability
Prioritize testing/inspection of modules having 
highest estimated fault content
Develop fault-avoidance techniques:

Minimize number of faults inserted
Prevent insertion of specific types of faults
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Measuring and Estimating Software 
Reliability

“Classical” software reliability modeling
Statistical models applied during software test can 
estimate/forecast reliability

Inputs:
Time between successive failures, or
Number of failures per test interval of a 
given length

Outputs:
Probability Density Function (PDF) of time 
to next failure, or
PDF of number of failures in next interval
Can estimate/forecast reliability, failure 
intensity, number of failures observed in 
next n intervals, …
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Measuring and Estimating Software 
Reliability (cont’d)

“Classical” software reliability modeling
Over 100 models published since 1971.  Better 
known models include:

Musa Basic
Musa-Okumoto
Schneidewind (used on Space Shuttle 
software)
Littlewood-Verrall
Goal-Okumoto (NHPP for interval failure 
counts)

Following slide shows sample input/output for time 
between successive failures model.

Modeling done using CASRE version 3.0.  
CASRE is available free of charge from the 
Open Channel Foundation, 
“http://www.openchannelfoundation.org/project
s/CASRE_3.0”



7

California 
Institute of 
Technology

Measuring and Estimating Software 
Reliability (cont’d)

Example of CASRE 
software reliability models
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Reliability Prior to Test
Identifying Fault-Prone Modules

Boolean Discriminant Functions [Schn97]
Classification Trees

Khoshgoftaar and Allen [Khos01a]
Ghokale and Lyu [Gokh97]

Logistic Regression [Schn01]
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Reliability Prior to Test (cont’d)
Estimating software fault content –
representative efforts include:

Module-order modeling
Neural nets
Zero-inflated Poisson regression [Khos01]
Measurement of structural evolution 
[Niko03], [Niko98]
…
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The Measurement Process

Measurement
Tools

Domain 
Score 

Change
PCA Domain Scores

Baselined Build i

Build i

Build j

Domain
Churn

Domain
Deltas

Source Code

Baselined Build j

Baseline

PCA = Principle Component Analysis
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Measurement of Structural Evolution
View of Structural Evolution at the System Level



12

California 
Institute of 
Technology

Measurement of Structural Evolution
View of Structural Evolution at the Module Level

Ranked ordering by
module of code churn 

per software build
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Reliability Prior to Test (cont’d)
Architecture-based reliability estimates

Architecture-based Reliability Risk Analysis 
[Ammar2002]
Comparison of Architecture-based 
Software Reliability Models [Gos2001]
Cost vs. Reliability Architectural Tradeoffs 
[Gokh99]
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Predicting Software Reliability 
Prior to Test (cont’d)

Architecture-based reliability prediction [Li97]
Model software system as a communicating extended finite 
state machine 
Map the software architecture into a high-abstraction level 
design language such as Petri-nets or the Specification and 
Description Language (SDL)
Simulate elements in the system such as work-flow 
activation, failure occurrence, throughput, and of course the 
behavior and flows of the architecture from the architectural 
model
Use simulator to analyze the reliability of architectural 
designs
Experiments performed on a Bellcore product
Experimental results demonstrated the ability to predict the 
reliability of a software architecture
Verification of the predicted reliability not performed
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Current techniques allow:
Estimation/forecasting of software reliability during test and 
operations
Identification of faulty modules during implementation, prior 
to test
Fault content estimates during implementation, prior to test
Evaluation of architectures with respect to reliability
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Future work
Effect of design/requirements changes to reliability
Effects of software characteristics, development process 
characteristics on quality

Constructive Quality Model COQUALMO under 
development at USC Center for Software Engineering –
see “http://sunset.usc.edu/research/coqualmo/index.html”

Verification of predicted architectural reliability from 
simulations

Aerospace IR&D, “Space Systems Mission Assurance 
via Software Reliability Monitoring”

…
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