Machine Virtualisation
and Transparent
Redundancy

System redundancy delegated to
virtualisation layers and tools.
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Introduction

© 2021 by GMV. Published by The Aerospace Corporation with permission. g"v



The challenge

Space based activities

Growth without precedent in the number of
human activities based on products obtained
from space systems.

More demanding requirements for Space
Systems

More demanding requirements are placed on
space systems, especially in two relevant
aspects related to the service level: service
availability and service continuity.
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The challenge

Requirements

Availability

"The percentage of defined time period in which  Ee=
a system, subsystem or equipment, operates

satisfactorily used under stated conditions in an
actual support environment” (3.1.12 ECSs-Q-30--09A)

Continuity

Ability of the system to perform its function with
no interruption during a specified time.

Both rely on the system reliability.
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The Solution

Virtualisation layers
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Technical solution based in VMware®.
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EPS-SG Description
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EPS-SG MCO

EUMETSAT POLAR SYSTEM SECOND
GENERATION (EPS-SG)

The mission

EPS-SG is the European contribution to the Joint
Polar System (JPS) to be established with The
National Oceanic and Atmospheric
Administration (NOAA) of USA.

Two series of satellites, METOP-S5G A and
METOP-SG B (three of each), following a polar
orbit. The payload will provide inputs for climate
and weather analysis and forecast.

The Mission Control and Operations (MCO)

End-to-end monitoring and control of METOP-SG
spacecrafts.
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EPS-SG MCO

© 2021 by GMV. Published by The Aerospace Corporation with permission.



EPS-SG MCO
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The technical solution
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Virtualisation

Advantages

« Most efficient use of the HW resources.

 Reduction in cost

 Reduction in energy consumption

 Reduction in equipment room occupation.

 Decoupling of dependency between Applicative SW
and HW.

« Better management of obsolescence

« Allows flexibility in architectures and maintenance

« Reduction the planned downtime for common
maintenance operations.

 Provides functionalities and tools to support
availability requirements.

VMWare

Virtualization is implemented in the EPS-SG MCO by
using the off the shelf solution provided by VMWare®.
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Hardware architecture principle
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Virtualisation approach
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On-line Critical Systems
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On-line Critical Systems

Example: Monitoring & Control Chain

Most critical chain in terms of reliability,
availability and continuity in the ground segment.

Mission Control (MCS) and Operation Automation
(OAS) subsystems are the ones involved as part of
the Control Centre

Specific constraints of each mission and each
operator still applicable (ICDs, platform, facilities)
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On-line Critical Systems: Monitoring & Control
Chain

VMWare® Fault Tolerance mechanism

Duplication

MCS

For each subsystem in Fault Tolerance 0OS1 0S2 0OS3 0S5 0S6

(FT) configuration running in the cluster, VM1 VM2 VM3 VM -

there are two identical instances ("*warm \ AN

cloning”) at any point of execution in N CIORTAgNA™RT >

different HW nodes without losing network

connections or in-progress transactions or

ONn-going processing. vSphere® vSphere®
Hardware Node 1 Hardware Node 2

SAN
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On-line Critical Systems: Monitoring & Control

Chain

VMWare® Fault Tolerance mechanism

Fail over

If the HW node 1 fails, there will be an
automatic and transparent fail-over from
MCS to MCS'.

The MCS’ continues the execution at that
point in a transparent way without any
service interruption.
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On-line Critical Systems: Monitoring & Control
Chain

MCO architectural and design impact

Subsystem design
« Simplification of the design:

« (Classical prime-backup architecture no longer needed: now the mechanism is transparent
to user and delegated to the virtualization solution.

« Synchronisation mechanism delegated to virtualisation layer (simplification of I/Fs and

processing)

« Transition from hardware failure to normal operation, instantaneous and transparent to the

user, provided by the virtualisation solution -> no complex mechanisms at application level.

Easy Adaptation of existing systems due to the hardware abstraction.

Use of distributed storage intrinsic of the solution (actually, it is forced by it).
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Infrastructure and Network Design, FT

CPU Constraints

Hosting CPUs constraints
CPUs compatible with vSphere vMotion (or
improved with Enhanced vMotion Compatibility).

CPUs with Hardware MMU virtualization support
(Intel EPT or AMD RVI) are required.

Supported CPUs
Intel Sandy Bridge or later. Avoton is not

supported.
AMD Bulldozer or later.
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Infrastructure and Network Design, FT

Configuration Constraints
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Number of VMs/vCPUs involved (highest
level of licensing)

Maximum number of fault tolerant VMs
allowed on a host in the cluster: Both Primary
VMs and Secondary VMs count toward this limit.

The default value is 4.

Maximum number of vCPUs aggregated across
all fault tolerant VMs on a host: vCPUs from
both Primary VMs and Secondary VMs count
toward this limit. The default value is 8.

Licensing
The number of vCPUs is constrained by the level

of licensing.
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Infrastructure and Network Design, FT

Connectivity

\}

Network requirements

« 10-Gbit logging network with low latency.

« Dedicated FT network is highly
recommended.

« This is one of the pillars for the transparency
in a "transition”.

Shared storage

 VM’s in shared storage like an HPE MSA or
other types.

« Hosts with at least two datastores in the
shared storage to provide redundancy for
vSphere HA datastore and heartbeating.

© 2021 by GMV. Published by The Aerospace Corporation with permission. Pag. 21 Q‘W



Infrastructure and Network Design, FT

Fault Tolerance interoperability

Interoperability limitations

 VMware Features not supported

 Snapshots,
« Storage vMotion, Linked clones

« VMware and Third Party Devices not supported

 Physical Raw Disk mapping (RDM), CD-ROM or floppy virtual
physical or remote.

 USB and sound devices, N_Port ID Virtualization (NPIV), NIC
passthrough, Hot-plugging devices,

« Serial or parallel ports,
« Video devices that have 3D enabled
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Infrastructure and Network Design, FT

Using Fault Tolerance with DRS

DRS helps distribute machines in FT
automatically according to priority levels and
resources on different VMware Cluster Hosts

vSphere Distributed Resource Scheduler (DRS)
with VSphere Fault Tolerance it can only work
when the Enhanced vMotion Compatibility (EVC)
feature is enabled. This process allows fault
tolerant virtual machines to benefit from better

initial placement.
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On-line Non-Critical and Offline Systems
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On-line Non-Critical System

Example: Mission Planning

These are systems not required for real-

time operations:

 Lower RAMS requirements

« “Later” execution does not interrupt
operations

« But...backup still needed!!

« Typical systems of this type are Mission
Planning, Flight Dynamics, Mission
Preparation Editors...
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On-line No-Critical Systems: Mission Planning

VMWare® High Availability Mechanism

High Availability Mechanism
The MPS is running in a Virtual machine
hosted in a cluster of servers.
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On-line No-Critical Systems: Mission Planning

VMWare® High Availability Mechanism

If there is a failure in the HW node 1
then the HA virtualisation will
automatically generates the same VM
into a different HW node, even if the
host has fallen. This will be like a reset
of the subsystem...like a cold start.
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On-line Non-Critical Systems: Mission planning

MCO architectural and design impact

Subsystem design
« Simplifies the design:
 Backup machines are readily available
 No need for specific synchronisation mechanism

« Flexibility in the deployment
« Easy adaptation of existing subsystems (COTS-like) due to hardware abstraction

« Use of distributed storage intrinsic of the solution (actually, it is forced by it).
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Infrastructure and Network Design, HA

High Availability (HA)

HA is provided with two features, vSphere High
Availability for clusters and vCenter HA.

As the requirements for vCenter HA are higher,
only these will be analysed:

« Requirements for HA
« Network connectivity
» Licensing

« Admission control

« Shared storage
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Infrastructure and Network Design, HA

High Availability (HA)

Requirements

 Three hosts are strongly recommended.

 Deployment size of 4 cores and 16GB RAM or
bigger is required to meet the RTO.

« VvCenter HA is supported and tested with
VMFS, NFS, and vSAN datastores.

Pag. 30 gw
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Infrastructure and Network Design, HA

Connectivity

Network requirements

« vCenter HA network latency between Active,
Passive, and Witness nodes must be less
than 10 ms.

« The vCenter HA network must be on a
different subnet from the management
network.

Shared storage

 HA needs a cluster of two host to implement
it in shared storage like an HPE MSA or other
types.

 Redundant management network connections
for vSphere HA.
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Infrastructure and Network Design, HA

Constraints

License

« vCenter HA requires a single vCenter Server
license.

 vCenter HA requires a Standard license.

* Proactive High Availability requires a vSphere
Enterprise plus

Admission Control

Imposes constraints on resource usage:

 Powering on a VM

 Migrating a VM

« Increasing the CPU or memory reservation of a
VM

The host failover capacity can be set in three
ways: Cluster resource percentage, Slot policy
or Dedicated failover hosts
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Conclusions
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Conclusions (I)

Conclusions

The use of virtualisation simplifies the design
of Ground Segments:

 The mechanisms to ensure service availability
and service continuity are delegated to lower
level layers based on COTS.

« Most efficient use of the HW resources.

« Reduction in cost, energy consumption, and
room occupation.

« Flexibility in architectures and changes

The different levels of Availability and Continuity
requirements can be met by using Fault
Tolerance or High Availability mechanisms
provided by COTS.
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Conclusions (1II)

Conclusions

The design of the infrastructure shall take
into account the requirements imposed by the
COTS to enable these features.

In the context of EPS-SG MCO, factory tests
in representative environments have been
done demonstrating the feasibility of the HA
solution. The FT has been tested in internal
mock-ups, pending formal testing.

© 2021 by GMV. Published by The Aerospace Corporation with permission.




gmyv.com

Thanks

Presenter: GMV

. Oscar Luengo, Ground Segment Programs Technical

Manager, GMV, oluengo@gmv.com, +34 918072100 ,
9 90@g « Juan Manuel Alvarez, EPS-SG MCO Program manager at

GMV, jmalvarez@gmv.com, +34 918072100
Other Authors:

« Joaquin Autran, Head of Ground Segment Program at GMV,

EUMETSAT jautran@gmv.com, +34 918072100
 Eduardo Valido, EPS-SG MCO Manager at EUMETSAT,

Eduardo.Valido@eumetsat.int, +4961518077806 - David Cafiete, Responsible of Ground Segment Systems

Section at GMV, dcnavarro@gmv.com, +34 918072100
« Alessandro Loretucci, EPS-SG MCO Technical Manager at

EUMETSAT, Alessandro.Loretucci@eumetsat.int

[+4961518077318] « Rafael Chinchilla, Technical Responsible of the MCS division

at GMV, rchinchilla@gmv.com, +34 918072100

© 2021 by GMV. Published by The Aerospace Corporation with permission. INNOVATING SOLUTIONS



