Real Licensing for Virtualized
COTS

Presentation for GSAW 2012

Jeremy Jacobsohn
GMV USA

© 2012 by GMV. Published by The Aerospace Corporation with permission.



Justification

Why licensing?

e Supports a business model where

vendors build and enhance products
e Ensures vendor Is paid

e Confirms legal agreements (T&Cs)
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Dawn Age of Computing

O Mainframe era 1960s

» Very expensive hardware in small
numbers

= Most software was licensed with
hardware purchase

= Small number of customers were
individually identifiable
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Virtualization

2 VM/370 introduced in 1972
» ‘hypervisor’ OS based on CP-40 research prototype from IBM’s
Cambridge Scientific Center
- Virtual machines with console, private disk
Preferred guest OS ‘CMS’ single-user environment
Open Source until about 1980
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PC Arrives

2Why run a VM when you can have your own computer?
» EXit virtualization, for now
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Hackers

-2=
February 3, L9576

An Open Letter to JbEYIALS

5 e makes the time spent of Altair BASIC worth less than 52 an hour.
Ea the lagk of good asitw
At ol ey
hobby markot?

" Why is this? As the majority of hobbyists must be aware, most
aec oy Of you steal your software. Hardware must be paid for, but soft-

apent mose of the lask yo

it B AARTS et ware is something to share. Who cares if the people who worked on
The wvalue of the Computes =

Tho foedback we have it th. Falﬂ?
may thr,r are uuin.g' BASIC has all been poaitive. Two aurpeiaing
thinge are apparent, howewer. 1} Most of these "users™ mever boughk
TASIC [Ress than 10% of all Altair pwnoro have bought BRIIC), aual

2} the amount of royaltics we have recelved fron sales to hobbylats
sakes Ehe tiss spent of Altals DASIC worth less than 52 an hour.

Why ia thia? Aa the snjority of hobbyists must bo owaze, mosk
of you stoal your softwaee. Hardwars mualb Ds paid foe. but aofk-
woie ls something to share. Who cares 1f the people who worked an
it ger paidy

Ia this faie? oOne thing you don't do by stoaling softwars ie
Jet Dack at MITS for sesa problem you mby hhve had. MITS doesn't
make money sclling software. The royalty paid to ue, tho monual,
the tape and the overhead make it a break=even operation. ©One thing
you do do is provent good aoftwars from belng writtem. Who can af-
£ogd to do professional work for nothimg? What hobbyiast can put
3-mbn years into prograsming, ficding all bugs, docusenting hia peo-
dieck and digtribute for freo? The fact ie, no one besidos us has
irvested a lot of senoy in hobby software. We have writkan G800
BASIC, ard are wefting BOS0 APL and GAD0D APL, But thoce is wvory lit-
tle incentive to make thi:z software nvailable to hobbyista, Moat
directly, thoe thing you do is thefk,

What about the grayd wWhs ra-sell Aleafy BASEC, aron'e they Eak-
irg monay on hobby software? Yes, bubk those who have beon roported
e us pay lose in the end. They are the cnes who give hobbyicts a
bad neme, and ahould be kicked out of amy club macting thaey show up
at.

I would appreciate letters from aay one who wants to pay wp, o
hop & suggesticn of commant. Jusk wIite mo at L1100 Alvarade SE. #ll4,
Mluquesque, Hew Mexice, 87108, Hothing would please me pore than
Baing able ke hire ten progessssys ard deluge the hobly sarket with

good software. 5.;24{' bﬂﬁ

8ill gates
Gereral Partner, Micro-Soft
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Responses

2 Microsoft: sell direct to manufacturers

‘ HHHIIIIIIIHII -

‘?Eﬁ-ﬂ—#ﬁ’ﬁ%r ;=H "

0 Free Software Foundation: Gd “coyl"’

you deserve to use software that is:-

free from restriction
free to share and copy
free to learn and adapt
free to work with others

you deserve free software.
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Responses - Node Locking
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Responses - Signatures

= Software-calculated value

- Based on a combination of attributes, designed to detect
changes

» Examples:
- Linux ‘hostid’ calculated via an open source algorithm
- Windows activation

JIfEsgf=0n:~
File Edit View Terminal Help
hostid - set or print system's host 1id.

= JfjEsgfl=01:~
File Edit “iew Terminal Help

17fj@sgflx0l:~> hostid
oxffffffffascooans

SYNTAX

hostid [-v] [decimal-id]

11T 1@Esgf Lx01:~=

DESCRIPTION

The hostid command prints the current host id number 1in
hexadecimal and both decimal and hexadecimal in parenthe-
sis 1f the -v option 1s given. This numeric value 1is
expected to be unique across all hosts and 1s normally
set to resemble the host's Internet address.

only the super-user can set the hostid by giving an argu-
ment. This value 1s stored i1n the file /Jetc/hostid and
need only be performed once.

Manual page hostid(l) line &
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Responses Virtualized

o Sell direct to hardware manufacturers FAILS
o Bundle OS with device FAILS

o Gnu “copyleft” unaffected (and unhelpful...)
o NIC card (IP address or MAC) FAILS

o Trusted hardware FAILS

o Unix 'hostid’ FAILS

o Calculated signature promising...
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Calculating Signature —
License Certificates

o Vendor can create a certificate using PKI signature
o Include vendors identity certificate(from Certification Authority)

o Include capability list
o Features allowed, timeframes, capacity

o Gather fingerprint data from customer
o Satellite databases, smart card IDs (unique users), OS version

o Sign with vendor’s private key
o Provide public verification key

Fingerprint

;i::"::;-:: ................. 5 License Certificate
Verification Key
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Using License Certificates

o Software can compare to certificate at run time
o Verify certificate using vendor’s public key
o Compare fingerprint data from license to fingerprint in environment

License
i -

Verification Key

Current Fingerprint

Application

Capability list

Identity Certificate

Licensed Fingerprint
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Using License Certificates

o Example: Microsoft Windows

o Windows ‘activation’ collects
signature and sends to central

authority
- . System
o Activated copy is compared e e
against environment Model TravelMate 8371
- - Rating: 3 Windows Experience Index

o Detects major discrepancy ’ B windows Epeinceind

Processorn Genuine Intel(R) CPU U7300 @1.30GHz 1.30 GHz
(e - g - neW mOtherboa‘rd) Installed memory (RAM]): 4,00 GE (2,90 GE usable)
System type: 32-bit Operating Systemn
Pen and Touch: Mo Pen or Touch Input is available for this Display
Acer support

Website: Online support

Computer name, demain, and workgroup settings
Computer name: LT11-GMY
Full computer name: LT11-GMV.gmvspacesystems.com
Computer description:

Demain: gmvspacesystems.com

Windows activation

Windows is activated

Product ID: 00371-0EM-8992671-00004
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Wrinkle: License Servers

2 Count active license instances

0 Additional level of indirection: only the license server is node
locked

= But it's still node locked

O When nodes can be copied a ‘special’ node is problematic

I'm SpeCiaI I’'m Snrnarial

I’'m Special I’'m Special

I'm Special jll I'm Special + oo Special
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Network Discovery (no special node)

o Multicast discovery using well-known ports
o Standard implementation on Linux is mDNS ‘avaht’
o0 Nodes with connectivity self-organize into a domain

o Can be used to implement decentralized count within a domain

<~ ethl IPv4
< local

< _olpc-activityl. udp
eaed85f8ad2cbb1c9a30f630891431b1%adaca72:285e18c7 @vaio
eaed85f8ad2cbb1c2a30f630891431b1%adaca72:d14a3edd@vaio

~ _clique._udp
eaeds5f8ad2cbb1c9a30f630891431b19adaca72

~ iChat Presence
285e18c7@vaio
dlda3edd@vaio

~ Workstation
vaio [00:13:ce:17:05:49]

(I

No service currently selected.
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Counting Things

o Computing resources per instance
o CPUs/threads
o0 Memory

o Number of instances within a network discovery domain

o Users
0 Simultaneous unigue users
o Smartcard certificates can proxy individuals
o Simultaneous active API sessions
o Hard to measure in a Web-services environment
o Domain resources
0 Telemetry streams
0 Spacecraft
o Database size

o Number of scheduled events
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Mission Critical Applications

o Immediately crippling real-time application due to license

failure is not acceptable
o Avoid implications to Safety and Mission Assurance
o Gentle reminders are OK

o Pop-up or visible reminder to accept EULA

o Stop reminding after license installed and EULA accepted

This software is not licensed for the current operation.

Federal whistleblower hotline: 800 572-2249

Guilty
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Customer Networks are Closed

o May not be possible to send information to manufacturer
for certificate generation

o Solution: trusted third-party license generation

o Third-party proxy holds the certificate generation key for license

o Combines the customer’s private data with the vendor’s license
grant to produce a certificate that goes to the end user

o Run-time software accepts third-party’s ID

Capability List

License
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Summary

o Node locking is over.
o Software and certificates can and will be replicated.

o Vendor or proxy generates license based on non-virtual fingerprint
0 Spacecraft (database signature)
o Unique end users (smart cards)
o Capacity per instance or per network domain
o Enabled product features
o Embeds vendor identity

o Application software validates license at runtime
o Compares licensed fingerprint to current environment
o Provides only licensed features

o Ground Systems have specific constraints
o No hard enforcement (gentle reminders OK)
o Complications due to customer data privacy
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Thank you

Jeremy Jacobsohn
jjacobsohn@usa.gmv.com
240 403-0185 x119
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