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MBSE FOR GDS

* Use of Model-Based Systems Engineering (MBSE)
to enable more robust and complete systems
engineering and integrated analysis of complex
System-of-Systems (SoS) problems which have
historically been implemented via paper/
presentation-based design capture, disparate
models, in documents, and in the brains of expert
engineers across many disciplines

« Can new tools and technologies be used in future
missions starting at earlier phases to reduce risk?



The Architecture Analysis & Design _JIDL
Language

« The SAE Architecture Analysis & Design Language (AADL)
IS an architecture description language for real-time, fault-
tolerant, scalable, embedded, modular multiprocessor
systems.

 AADL enables the development of highly evolvable systems,
early and quantitative analyses of a system's architecture,
and evolution of an architecture model for continued analysis
throughout the lifecycle.

« Customers: System architects that would like to optimize the
decision on system architectures and/or any engineer in
general that would like to model embedded systems



The Architecture Analysis & Design _JIDL
Language

 AADL's capabilities:

— Create and analyze component-based models of a task and task
interaction architectures of embedded software

— Predictive analyses of operational characteristics (meeting deadline,
response time, and throughput requirements)

— Discover system integration problems early in a development effort



Using AADL S0

e Using AADL and OSATE
- OSATE - Open Source AADL Tool Environment
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system implementation board750.msap
subcomponents
bridge: bus bridge;
proc?5@: processor proc?59;
EEPROM: memory EEPROM;
EMC: memory EMC;
connections
bus_access_01: bus access bridge
bus_access_82: bus access bridge
bus_access_84: bus access bridge
BusAccessConnectionl: bus access
BusAccessConnection2: bus access
end board?50.msap;

-> proc750.bus_access;
-> EEPROM.bus_access;
-> EMC.bus_access;

bus_access_cPci -> bridge.bus_ac¢ess_cPci;
bus_access_cPci -> bridge.bus_actess_cPci;

AADL Textual and graphical representafgrPL
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MBSE FOR GDS JPL

 Ground systems software has been developed without characterizing performance of
the real-time system being built until integration

 Finding execution-related issues at that point is costly

 AADL (Architecture Analysis and Design Language) model shows execution
interactions between high-level system components
— Enables early quality attribute analyses
 AADL reduce possibility of doing rework /ater in the lifecycle
— Increases confidence at gateway reviews, by providing independent, semantically accurate analyses
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AADL SysML Comparison SPL

AADL was born as an avionics-focused domain-
specific language and later on was revised to
represent and support a more general category of
embedded real-time systems

SysML is an extension of the Unified Modeling
Language (UML) intended to support modeling
system engineering applications

SysML focuses on the “big picture™ architectural
views, whereas AADL addresses the more detailed
platform-oriented and physical aspects of such
systems



AADL SysML Comparison SPL

* Mutually complementary:

« SysML: standarized language for systems
engineering. Provides support for requirements
engineering, traceability, and precise modeling of
diverse physical phenomena.

« AADL: oriented towards the modeling of real-time
embedded systems and includes a comprehensive
catalogue of hardware and software elements
common in such systems and their characteristics,
allowing relatively precise and dependable analysis
of different system properties such as performance,
timing, or power consumption



APL

AADL SysML Comparison

SysML DL

Quantitative Analysis, Hardware-
Software Component Categories,
Software to Hardware Binding

SysML and AADL
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AADL for NASA GDS

The NASA Exploration Technology
Development Program develops long-
range technologies to enable human
exploration beyond Earth orbit and also
integrates and tests advanced exploration
systems to reduce risks and improve the
affordability of future missions

Autonomous Systems and Avionics:

Human exploration beyond Earth orbit.
Image credit: NASA.gov

-Develops and demonstrates integrated
autonomous systems capable of managing
complex operations in space to reduce crew

workload and dependence on support from
Earth

AADL capabilities will help:

Real-time software more prevalent in avionics

systems (unmanned aerial vehicles, spacecraft):
-Operation with limited human interaction or
an increased latency in human response
-Autonomous fault detection and repair
capabilities are required to respond to off
nominal conditions that are encountered

-Technologies will address operations in
extreme environments, efficient ground-based
and on-board avionics systems and operations,
and cost-effective human-rated software
development

Source: http://go.nasa.gov/groundsystems




¥ Future and current needs for NASA GDSJ PL

« Ground Systems transformation from a historically government-
only launch complex to a spaceport bustling with activity involving
government and commercial vehicles

« Updated center to process and launch the next-generation vehicles
and spacecraft designed to achieve NASA's goals for space
exploration:

-Developing the
necessary ground
systems while
refurbishing and
upgrading infrastructure

-Government,
commercial and other
customers

Source: http://go.nasa.gov/groundsystems 12 |



Examples of applications for NASA GDS

AP0

High fidelity End-to-End data delivery model with AADL for the Orion mission

Unmanned test flight -Exploration Flight Test-1 or EFT-1. Image
Credit: NASA.gov

Implementation of an End-to-
End data delivery model using
the Architecture Analysis and
Design Language (AADL)
including:

-S/C data generation process
taking into account onboard
memory, latency and link
capability

- Downlink process
-End-to-End throughput and
latency analysis
-Investigate system to system
interdependencies

13



End-to-End Mission System JIPL
modeling for the Orion project

« Each mission phase
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exchanges and
communications links
between the different
systems (e.g. on pad
operations differ
significantly from flight
operations)

Source: Architecting the Human Space Flight Program with Systems Modeling Language (SysML). Maddalena
Jackson, Michela Mufioz Fernandez, Oleg Sindiy, Thomas McVittie. AIAA Infotech@Aerospace. 19 - 21 June 2012.
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End-to-End Mission System S=PL
modeling for the Orion project

« AADL'’s capabilities enable modeling of systems
comprised of hardware and software subsystems
connected to each other via hardline and RF
communications links that support the exchange of
critical data such as Commands (CMD), various
forms of Telemetry (e.g., Operational,
Developmental, Engineering), File Exchanges,
Primary and Dissimilar Voice, Video/Motion Imagery,
Time

* The configuration of the systems, required data
exchanges and communications links may change
significantly between mission phases

15



AADL modeling of Juno mission

« Demonstrated the use of the AADL Practice Framework:

(s YeNe) AADL - Juno/aax|/Juno_Main_mission_juno_Instance.aax| - OSATE - /Users/mmfernan/Documents/OSATE WKS (@}
lics- 173 BlxxdBEH|eow|aa]x|opam|NEE%% 0 | SEam]]|SIn]s]=]r] | AaDL
la-1#]

£ AADL Navigator 52 .| & & ¥ = O|(E2 Juno_Main.aaxl (%,n,Juno_Main_mission_juno_lnstance.aaxl 22\‘@ SEl.aadl W = 0[5z Outline 23\‘ =0

L7 Basic_Speed_System

£ platform:/resource/Juno/aaxl/Juno_Main_mission_juno_Instance.aax!

L7 ExampleModels
1 Exercises
L] Fault_management
¥ fg Juno Juno)
v (g aadl
» ([ packages
» (5 propertysets

v <4 System Instance Juno_Main_mission_juno_Instance => System Impl| mission.juno
» O earth: System Instance earth |
» O juno: System Instance Spacecraft.juno |
» 4 End To End Flow Instance science_d|_jade |
4 Port Connection Instance: Juno_Main_mission_juno_Instance.earth.ul_to_sc -> Juno_Main_mission_juno_Instance.juno.telecorl| |
4 Access Connection Instance: Juno_Main_mission_juno_Instance.juno.cdh_a.SFC.bridge -> Juno_Main_mission_juno_Instance.]
Access Connection Instance: Juno Main mission juno Instance.iuno.cdh a.SFC.bridge -> Juno_Main_mission_juno_Instance.]

flows

sci_hs_source: flow source science_hs {Throughput->18000 bitsps;};

telem_source: flow source telem;
end jade;

device implementation jade.juno
flows

sci_hs_source: flow source science_hs;

telem_source: flow source telem;
end jade.juno;

.bridge -> Juno_Main_mission_juno_Instance.}
.bridge -> Juno_Main_mission_juno_Instance.}
fcard.sdst_cmd -> Juno_Main_mission_juno_In
card.sdst_cmd -> Juno_Main_mission_juno_In
dh_a.GIF.gifcard.sdst_cmd_Juno_Main_mission.
dh_a.GIF.gifcard.sdst_cmd_Juno_Main_mission.
dh_a.GIF.gifcard.sdst_cmd_Juno_Main_mission
dh_a.GIF.gifcard.sdst_cmd_Juno_Main_mission
dh_a.GIF.gifcard.sdst_cmd_Juno_Main_mission.
dh_a.GIF.gifcard.sdst_cmd_Juno_Main_mission.
dh_a.GIF.gifcard.sdst_cmd_Juno_Main_mission.
dh_a.GIF.gifcard.sdst_cmd_Juno_Main_mission
dh_a.GIF.gifcard.toggle_sdst_Juno_Main_missic
dh_a.GIF.gifcard.toggle_sdst_Juno_Main_missic
dh_a.GIF.gifcard.toggle_sdst_Juno_Main_missic
dh_a.GIF.gifcard.toggle_sdst_Juno_Main_missic
dh_a.GIF.gifcard.toggle_sdst_juno_Main_missic

inst_telem: in event data port;
inst_science: in event data port
flows

science_sink: flow sink inst_science;

ard.toggle_sdst_Juno_Main_missic
ard.toggle_sdst_juno_Main_missic
ard.toggle_sdst_juno_Main_missic
| science_lowspeed.mwr_cmds ->
| science_lowspeed.jedi_cmds ->
| science_lowspeed.jade_cmds ->
science_| uvs_cmds -> |

{Source_Data_Size-> 541000000 bits;};

[ AADL Proiect.aadl (Modified) T

Description .
v I Infos (2 items)

i In end-to-end-flow jade_hs_end_to_end_a and component nvmcard.juno, feature inst_science will fillin 8 H 20 M 55 S

L A Dacs Comnnctine lncenaca: lian Main miccinn fian lnceanca fan Al A ATl Ascicncd cdb crinnca lasieannd mann cmde s

v <4 System Instance Juno_Main_mission_juno_Instance => System Impl miss
(O earth: System Instance earth
v O juno: System Instance Spacecraft.juno
v O cdh_a: System Instance CDH.juno
v (O SFC: System Instance board750.juno
< bridge: Bus Instance bridge
9 proc750: Processor Instance proc750
51 EEPROM: Memory Instance EEPROM.juno
5 EMC: Memory Instance EMC
2 SDRAM: Memory Instance SDRAM
v O GIF: System Instance gif.juno
@ gifcard: Device Instance gifcard.juno
v (O AAC: System Instance aac.juno
[0 aaccard: Device Instance aaccard.juno
v O DTCI: System Instance dtci.juno
@ dtcicard: Device Instance dtcicard.juno
v (O ULDL: System Instance uldl.juno
[@ uldicard: Device Instance uldlcard.juno
v (O CMIC: System Instance cmic.juno
@ cmiccard: Device Instance cmiccard.juno
v (O CPS1: System Instance cps1.juno
[ cpslcard: Device Instance cpslcard.juno
v O NVM: System Instance nvm.juno
@ nvmcard: Device Instance nvmcard.juno
2 flash: Memory Instance flash.juno
<= iobus: Bus Instance iobus.juno
v 7 FSW: Process Instance flight_software.juno
{3 os: Thread group Instance os.juno
heap: Thread Instance heap.juno
crc: Thread Instance crc.juno
clock: Thread Instance clock.juno
compress: Thread Instance compress.juno
27 file: Thread Instance file.iuno
\juno

v

state.juno
stats.juno

juno

|
|
|
|
|

By modeling the Juno spacecraft and applying new tools, some command errors could have

been revealed in real time

Juno’s final integration of the instruments onto the S/C revealed that: the "pipeline" of

software that received data from Juno's instruments converted it into product files, and sent it

to the Instrument teams was not optimized. Earlier modeling would have detected this

situation before integration
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AADL Error Annex

-Enables modeling of different types of faults, fault behavior of
individual system components, modeling of fault propagation
affecting related components in terms of peer to peer interactions
and deployment relationships between software components and
their execution platform, modeling of aggregation of fault
behavior and propagation in terms of the component hierarchy,
as well as specification of fault tolerance strategies expected in
the actual system architecture

Supports qualitative and quantitative assessments of system
dependability, i.e., reliability, availability, integrity (safety,
security), and survivability, as well as compliance of the system
to the specified fault tolerance strategies from an annotated
architecture model of the embedded software, computer
platform, and physical system

17
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Error propagation with AADL

« Errors can propagate between software components
and execution platform components they are bound
to.

— The keywords processor, bus, virtual processor, virtual bus,
memory, and device are used to identify the binding point of
a software component with the execution platform
component it is bound to

— The keyword binding is used for connections and virtual
buses to identify their binding to execution platform
components.

— The keyword bindings is used in execution platform
components to identify the binding point of components
bound to them. Propagations with respect to bindings can be
in both directions.

18
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Spacecraft with an imager

\ sat.imagesat

M pci

read pics

read pics
snap - ._ read pics /
i ; camera_thread,
/
I

—

L —_— —_—
cmds DICS_out
camera cmds pics_in

) - - - -
; control thread ,’

/ /

crrlﬁ Seq E‘ - ownlink =
cmd_seq 'downlink

battery
K cmd seq
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Conclusions

 AADL potential for MBSE applied to NASA GDS
— Already some built-in plug-ins that allow multiple analyses
— Reason about the system and answer questions such as

* is there enough data bandwidth?
— CPU resource analysis

— Do we have enough CPU margin? (does it meet the requirement for
a specific mission phase?)

« Performance analyses:

— Bus Bandwidth Analysis

— Memory Resource Analysis
— Deadlock Analysis (UPPAAL)
— Reachability Analysis (UPPAAL)

» Applications to cloud computing
» Applications to cyber security

20
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Conclusions

« The Architecture Analysis and Design Language (AADL) is a Society
of Automotive Engineers (SAE) standard notation (AS5506/1) for the
modeling and analysis of real-time systems. AADL has been extended
to model fault management behavior through the AADL Error Annex,
also an SAE standard

* The Architecture Analysis and Design Language and the AADL Error
Annex can be used to assure dependability in the software fault
management system in an avionics, real-time embedded systems

 AADL’s applications to software assurance. The approach needs to
be supported by a standard, repeatable framework. The foundation
for this framework is in the ability to model the fault management
system integrated in the hardware and software avionics real-time
system. Models can assist in assuring both functional and quality
attribute requirements such as reliability. NASA Office of Safety and
Mission Assurance (OSMA) Software Assurance Research Program
(SARP)

21
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