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Overview of Issues

m Distributed processing requirements are making
closed networks more difficult

m NOAA Satellite Operations has found need to
export three different types of data

® Processed H&S telemetry for anomaly analysis

m HExporting large files for various on-site external
analysis using other tools

m BExporting streams of raw data to other processing
systems
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Background

Anomaly investigations need to have key people
gaining quick access to the data

The SOCC 1s a closed system and requires the
people to come to the SOCC to recetve the data

NOAA/NESDIS has the responsibilities to

correctly operate the nations weather satellite fleet

SRAS is primarily a means of providing telemetry

data to remote analysts so that spacecraft health

and safety can be remotely monitored
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Background (Continued)

m The External Analysis Transfer System uses the
same one-way fiber technology as SRAS to allow
automated transfer of files from the operations
network to the administrative network.

m The streaming of data from the operations
network to external processing networks is
performed using UDP packets through a one-
way fiber link.

Innovative Technology in the Public Interest™




CMTS’
MitreTek Systems

SRAS Objectives

Increase effectiveness of communication
between off-site engineers and on-line
operations crews during after hours anomaly
identification

Improve response time to identify spacecraft
anomalies and begin corrective action

Reduce number of instances where
engineers must travel to SOCC during non-
work hours
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SRAS Objectives

® Increase the pool of experts who have rapid
access to health and safety data

®m [Evaluate the utility of remote access to
health and safety data to determine if this
function should be included in future
ground system architectures

m Bvaluate the utility of PKI based security as
an authentication mechanism for remote
access systems
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SRAS Overview

Telemetry archive files are tlowed through a one-
way fiber link appliance to the SRAS network.

Files are processed and stored in a database.

User’s are paged when user specified conditions
exist in the inbound data.

Remote user access using laptop or home pc:
®m Smart card authentication,
= Dialup or internet,

m Web access ,

m Control of which data sets a specific user can see.
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SRAS Overview
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External Analysis Transfer System
Objectives and Overview

B Transfer data to administrative LLAN

® One-way fiber optic link allowing:

m Users to push a file to a directory on the OPS
ILAN machine

®m Automatic transfer to the Admin LAN
machine

m Users can retrieve the file
m [ile clean up automatically handled

® Operator notification if files not being
transferred.
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Data Streaming Overview

m Need to get real time telemetry streams to several
external processing systems.

m [mplemented using two different systems but they
have very similar capabilities
s TCP/IP socket set up to machine on OPS LAN

m UDP or proprietary packet pushed through one-way
fiber link to machine on foreign network

TCP/IP socket(s) set up from machine on foreign
network to other machine(s) on that network.
® One solution was a certified commercial system
the other was a home brew using a media
converter and two Linux systems.
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Conclusions

m The use of one-way fiber links provides an
attractive way to export data without running
the risks associated with Firewalls.
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SRAS Demonstration

Log in using smart card over Verizon EVDO
link

Extract data from current operational SC

m Following slides show capabilities for those not

present to see live demo
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) NOAA Remote Access Telemetry - LOGON - Microzsoft Internet Explorer EE X

File Edit “iew Favortes Toolz  Help @Eack - &4 \ﬂ \g _:\l j_xj Search “Ej‘\'(’ Favorites @3 2 - :; - _J ﬁ | Folders .l’]’

: Address |$§| hittps: /f5raz.080.noaa. govs V| =g
: Links @ B azeStnkngmtT ool @ Compag @ ESPM @ Expr-Scripts @ Picture It @ Savingz Bonds éj SRAS :E[ Sterling Radar ;El Windows 85 Windows Marketplace »

LY

LOGON - no vehicle selected yet 2005 030 16:23:52

Welcome - MceClinton A

WARNING!

This 15 a Federal computer systemn and i the property of the Tted States Gowvernment. It 15 for authonzed use only. Tzers (authorized or unauthonzed) have no
explictt or implicit expectation of privacy. Any or all uses of this systern and all files on this systetn may be intercepted, motitored,

recorded, copied, audited, mspected, and dizclozed to authorzed site, DOCINOA S | and law enforcement personnel, as well as authorized offimals of other
agencies, both domestic and foreign. By using this system, the user consents to such mterception, momtoring, recording, copying, auditing,

inspection, and disclosure at the discretion of authenized site orf MOA L Thavthorized of inproper use of this system may result in adtninistrative disciplinary action
and cinl and criminal penalties. By contimuing to use this system vou mdicate your awareness of and consent to these terms and cond

thons of use. LOG OFF IMMEDIATELY if vou do not agree to the condiions stated m thiz warning,

SRAS 18 generally down for mamtenance on Mondays and Thursdays from 9AM until 4PML
Favorites and paging rules ag well as templates may need to be recreated.

At present data 1z being stored for:

DMSP 43, 45,47, 48, 49 and 54
GAS pregently down unknown when 1t will be up again
POES Archive Servers are being rebult data feed will resume approx. 01/28/05

| £
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3 Select a ¥ehicle - Microsoft Internet Explorer

File Edit ‘iew Favortes Toolk  Help eEack - &4 \ﬂ @ A /'.-\JSearch -'”\'.»-’ Favorites @;{ " E - ] f‘i /(" Folders ";"

. Address |$§| https: /#sras.050.noaa. govAYehicle_none. asp?HERTPAGE SYSELEYID=none V| Go
: Links @ B azeStnkngmtT ool @ Compag ﬂ ESPM ﬂ Expr-Scripts @ Picture It ﬂ Savingz Bonds @ SRAS @ Sterling Radar ;El Windows 85 Windows Marketplace »
WEEL - ne wehicle selected 2005 030 16:34:46

Select a spacecraft

D Spacecraft Name
DMSP_43 DMSP_43 | EditPagerRequests |
DMSP_45 DMSP_45 [ EditPagerRequests |
DMSP_47 DMSP_47 [ EditPagerRequests |
DMSP_48 DMSP_48 [ EditPagerRequests |
DMSP_49 DMSP_49 [ EditPagerReguests |
DMSP_54 DMSP_54 [ EditPagerRequests |

ij Done é B Intemet




a Edit Paging Hegquests - Microzoft Internet Explorer

EEX
. . . . ‘. A, = ' q = A "' |
File Edit “iew Favoites Toolz Help @ Back - \_,/l \ﬂ @ % lj 7 ! Search ‘}\J{ Farvarites @ [‘;_-:-_\ & - _J ﬁ /8 Folders [ .ﬂ’"
. Address |@ https: //zraz.0z0.noaa. govMehicle_DMSP_54 aspMMEXTPAGE=FGMGREVID=DMSP_54 V| Go
: Links @ B azeStnkngmtT ool @ Compag @ ESPM @ Expr-Scripts @ Picture It @ Savingz Bonds @ SRAS @ Sterling Radar @ Windows 85 Windows Marketplace »

PGMGE - DRISE 54 DRISE 54 2005 030 014701

Update Paging Requests - 4 more requests may be defined

Muemonic | Value Pase if == | Page if <=
- t—J

ARATIV | v v | | |25.000000

To add a request, select a mnemonic

# Samples Page Text

| o004 || |DMSP 54 Low Battery

Status

| Artive

[ Add mnemonics starting with ] | | (ot supply whole name)
0 names
[ Select fram all mnemaonics ] 1523 names
EMail addresses
| an@mitretek.org | |

[Ln:ngn:uﬁ] [ Selectehicle ] [ Commit Changes

g Done

é B Intemet




<3 Select a Template - Microsoft Internet Explorer EE X

. ' ' ) j . A frd L . | ‘W
. File Edit “iew Favortes Toolz  Help @ Back » () \ﬂ @ { lj P ! Search [ Favorites @ [:_r__{ - & - _J ﬁ || Folders .I't'
. Address |@ https: /#sras.050.noaa. govvehicle_DMSP_54. asp?NEXTPAGE=TSEL&/ID=DMSP_54 V| Go
: Links @ B azeStnkngmtT ool @ Compag @ ESPM @ Expr-Scripts @ Picture It @ Savingz Bonds @ SRAS @ Sterling Radar @ Windows 85 Windows Marketplace »

TSEL - DMEP 54 DISE_ 54 2005 030 163508

Select a display template

[ Eename or delete the selected template (personal templates only - not Global)

Owner | Type Name Description

Graph bat 1 voltage
Graph tape postion

[Ll:ngcuﬁ] [ Selectehicle ] [ Empty Table ] [ Empty Graph ]
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a Select Digplay Parameters - Microzoft Internet Explorer

r

. . . . : i e _ : P - |
: File Edit “iew Favoites Toolz Help @ Back - -\J @ @ {:j p Search ‘}/\{ Favorites @ B - hi_; E |_J .‘3 H:L' Folders i r
. Address |@ https: /#srazs.050.noaa. govvehicle_DMSP_54.asp?NEXTPAGE=DISP V| Go
: Links @ B azeStnkngmtT ool @ Compag Q ESPM ﬂ Expr-Scripts @ Picture It ﬂ Savingz Bonds @ SRAS @ Sterling Radar @ Windows 85 Windows Marketplace »

DISP - DMESE 54 DMSE 54

Select Display Parameters

Historic Data |[ Change to Trended data | ‘

Data Tvpe:

Display Tvpe: [ Change to Table ] | Graph ‘
Start Time (2005 | (030 | (01 |:[57 |.[18 | Allavailable v |ooo1 |
End Time (2005 | (030 ||01 |58 |- |18 | Mo v

2005 030 015542

Gophe | YValueRonge | | | M| |

| Title |DMSP 54 Tape Positior|

LY

Ivneronics
Selected
Mnemonic ‘Jj ; fe Frequency N Filter Expression Svmbol Color
CPEILOC |KB V| | Ewvery N Secs V| | 30 | | | | none V| | Fed V|
CPE2ZLOC |KEE V| | Ewvery N Secs V| | a0 | | | | none V| | Elue V|
CPEILOC |KEE V| | Ewvery N Secs V| | 30 | | | |n|:|ne V| |Ye|lu:uw V|
All of the allowed mnemonics are selected.
[ Logoff ] [ SelectWehicle ] [ Select Template I [ Show Graph ]
< | | > -
@ Done é B Intemet




; Dizplay Data Graph - Microzoft Internet Explorer

File Edit ‘“iew Favorites Tool:  Help O Back - J ﬂ ﬂ .‘l /.- ) Search r Favorites {F‘” M

. Address iEj https: /A zraz.0z0.noaa. govMehicle_DMSP_5d asp?MEXTPAGE=DISP

“}‘i Folders 'ﬂ'

v E:GD
: Links :EanseStnMngmtTDDI :&']D:lmpaq QESPN ﬂEHpr-Scripts :EjF'ictureIt ﬂﬁavings Bonds :EjSH.-‘i".S :EjSterIingHadal :EjWindDws B2 Windows Marketplace »
.3
GEAPH - DMSE 54 DMSP 54 2005 030 02:00:27
Display Graph - (no template)
DMSP 54 Tape Position
2471.9 - COPR1LOC —
2199 R0
2071.8 —
1871.89 -
1671.8 —
1471.8 —
1271.89
1071.8 — - I,.’Jr
8719 — f ' {
B71.89 — /
4718 —
il Y T
meof_ A S A4 a4 [ R
L A A Y Y A A
Sococpopodooooooooddogedddsoooooo0no
A S S O O S S I S SO
S e R ) S v v v v s v Y o |
Q12712005 00:28:04 (027) - 01/28/2005 09:08:04 (025)
[Lu:ugu:uff] [ Selectehicle ] [ Select Template l [ Change Farms ] [ Save Template
[ Refresh Data l 3
Ejl:lone é B Intemet




; Dizplay Data Graph - Microzoft Internet Explorer

O Back » () ﬂ ﬂ u /.- ) Search #\f Favorites {F‘” - = “}‘i Folders 'ﬂ'

- Address | @] hitps: /sras.0s0.noaa.govAVehicle DMSP_54 asp?NEXTPAGE=DISP v E: Go
: Links :Ej B azeStnkngmtT ool :E'] Compag ﬂ ESPM ﬂ Expr-Scripts :Ej Picture It ﬂ Savingz Bonds :Ej SRAS :Ej Sterling Radar :Ej Wwindows 85 Windows Marketplace »

File Edit ‘“iew Favorites Tool:  Help

GEAPH - DIMSP_ 54 DIISP_54

Display Graph - (no template)

2005 030 0Z:00:27

DMSP 54 Tape Position

OPR1LOC —

1300
1200 —
1100 —
1000 —
00 —
800 —
700 —
B00 —
a00 —
400 —
300 —
200
100 —

-100

OPR2ZLOC —
A OPR3LOC

N

13:00:00

13:10:00 —
13:20:00 —
13:30:00 —
13:40:00 —
13:50:00 —
14:00:00 —
14:10:00 —
14:20:00 —
14:30:00 —

14:40:00 —
14:50:00 —
15:00:00 —
15:10:00 —
15:20:00 —
15:30:00 —
15:40:00 —
15:50:00 —
16:00:00 —
16:10:00 —
16:20:00 —
16:30:00 —
16:40:00 —
16:50:00 —
17:00:00 —
17:10:00 —
17:20:00 —
17:30:00 —
17:40:00 —
17:50:00 —
18:00:00 —
18:10:00 —
18:20:00 —
18:30:00 —
18:40:00 —
18:50:00 —

01/27/2005 00:28:04 (027) - 01/28/2005 09:08:04 (028)

[Lu:ugu:uff] [ Selectehicle ] [

Select Template l [ Change Farms ] [ Save Template

[ RFefresh Data l
Ejl:lone
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; Dizplay Data Graph - Microzoft Internet Explorer

File Edit ‘“iew Favorites Tool:  Help QEack @

. Address @j https: /A zraz.0z0.noaa. govMehicle_DMSP_5d asp?MEXTPAGE=DISP
: Links :Ej B azeStnkngmtT ool :&'] Compag ﬂ ESPM ﬂ Expr-Scripts :Ej Picture It ﬂ Savingz Bonds :Ej SRAS :Ej Sterling Radar :EjWindDws

A = i q 1
\ﬂ \ELI s P 'Search < Favorites {F‘*

“}“ Folders '1."

B2 Windows Marketplace

VEGD

>

gj Done

GEAPH - DMEP_54 DMEF 54
Display Graph - (no template)
143.01 — .
133.01 —
123.01
113.01
103.01 —
93.0105 —
83.0105 —
73.0105 —
B3.0105 —
53.0105 — A
43.0105 —
33.0105 —
23.0105 — J
13.0105 —
3.01048 —
598952 | | | | | | | | | | | |
el vl el el vl el el vl el B vl el B B
i 5 i 5 & I i 5 i 5 & I M 5
=] =] = =] =] = 8 g 2 3 &) 5 e o]
01272005 0002758 (027)
[ Logoff ] [ Selectehicle [ Select Template l [ Change Farms ] [ Save Template
[ Fefresh Data l

2005 030 050741

ASAH1DE —
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; Dizplay Data Table - Microzoft Internet Explorer

. File Edit View Favoites Tools Help G Back = () ﬂ ﬂ .;\. ‘/.- ) Search :\f Favorites G-‘ - = “}“ Folders '1"
- Address | @] hitps: /sras.0s0.noaa.govAVehicle DMSP_54 asp?NEXTPAGE=DISP v E: Go
: Links :Ej B azeStnkngmtT ool :E'] Compag =e_3L| ESPM {ﬂ Expr-Scripts :Ej Picture It ﬂ Savingz Bonds :Ej SRAS :Ej Sterling Radar :Ej Wwindows 85 Windows Marketplace »
A
TABLE - DMEP_54 DMEP_ 54 2005 030 16:38:24

Display Table - (no template)

ABAT1YV | ABAT1V | ABAT1V | ABAT1V | ABAT1V | ABAT1V ABAT1V ABAT1V ABAT1V L
AMN/All | STD/all SUM/all SSO/all | NDPall | MIN/all TMN/all MAX/all TMX all

2005 026 05:46:14.000 | 24.6958|0.745293| 15113.8[373587.00| 612.000| 22.2158[2005 026 05:57:08.00| 25.1004 2005 026 07:03:38.00
2005 026 07:28:10.000 | 24.6949| 0.74648| 15088.6[372952.00| 611.000| 22.2158[2005 026 07:39:58.00| 25.1004 2005 026 08:55:28.00
2005 026 09:10:07.000 | 24.7264|0.701115| 15132.6[374475.00| 612.000| 22.3411[2005 026 09:20:58.00| 25.1004 2005 026 10:33:18.00
2005 026 10:52:03.000 | 24.7471| 0.68162| 16432.1[406955.00| 664.000| 22.2784[2005 026 11:03:08.00 25.1004 2005 026 12:15:57.00
2005 026 12:33:59.000 | 24.7676|0.651067 | 17659.3[437679.00| 713.000| 22.3411[2005 026 12:45:17.00 25.1004 2005 026 13:51:17.00
2005 026 14:15:55.000 | 24.7439|0.680915| 15712.4[389080.00| 635.000| 22.3411|2005 026 14:27:07.00| 25.1004 2005 026 15:37:18.00
2005 026 15:57:52.000 | 24.8063[0.603116| 21556.6[535055.00| 869.000| 22.3411]2005 026 16:08:48.00 25.1004 2005 026 17:20:37.00
2005 026 17:39:48.000 | 247222 0.600006| 15673.9[387794.00| 634.000| 22.3411[2005 026 17:50:27.00 25.1004 2005 026 18:58:08.00
2005 026 19:21:44.000 | 24.7377[0.602579| 15130.5[374809.00| 612.000| 22.3411]2005 026 19:32:58.00| 25.1004 2005 026 20:43:48.00
2005 026 21:03:40.000 | 24.73580.606139] 177 L ATt T 7T 34112005 026 21:14:48.00]  25.1004 2005 026 22:22:48.00
2005 026 22:45:37.000 | 24.7125[0.727276 [ 151 (jpe 05y File s Text. 2158 [2005 026 22:56:18.00] 25.1004 [2005 027 00:07:58.00
2005 027 00:27:33.000 | 24.7092 | 0.735826 | 151220007 37398500 6120007 2215312005 027 00:38:18.00| 25.1004 2005 027 01:50:58.00
2005 027 02:09:29.000 | 247244 0.71094| 15106.6[373809.00| 611.000| 22.2158[2005 027 02:20:38.00| 25.1004 2005 027 03:30:58.00
2005027 03:51:25.000 | 24.721[0.681872| 16785.5[415270.00| 679.000| 22.2784[2005 027 04:02:38.00 25.1004 2005 027 05:13:18.00
2005 027 05:33:22.000 | 24.7081|0.737063| 15096.6[373340.00| 611.000| 22.2158[2005 027 05:44:28.00 25.1004 2005 027 06:57:48.00
2005 027 07:15:18.000 | 24.7105|0.737352| 15122.9[374026.00| 612.000| 22.2784[2005 027 07:25:58.00| 25.1004 2005 027 08:36:18.00
2005 027 08:57:14.000 | 24.73760.602754| 15130.4[374806.00| 612.000| 22.3411]2005 027 09:08:08.00 25.1004 2005 027 10:17:38.00
2005 027 10:39:10.000 | 24.7563|0.672078 16512.5[409089.00| 667.000| 22.3411[2005 027 10:49:58.00| 25.1004 2005 027 11:59:57.00
2005 027 12:21:07.000 | 24.79590.619064 | 19192.000 [476180.00| 774.000| 22.3411[2005 027 12:32:07.00 25.1004]2005 027 12:21:07.00
2005 027 14:03:03.000 | 247585 0.669364| 15696.0[388915.00| 634.000| 22.4038[2005 027 14:14:27.00 25.1004 2005 027 15:20:58.00

2003 027 15:44:59.000 248253 | 0.578297 | 22591.000 [561133.00| 910,000 ( 22.3411|2005 027 15:56:18.00| 25,1004 | 2003 027 17:00:57.00
MR N7 A7-2/-RR Ann 24 7RO | 0 ATRAMR AR742 7 | azan nnl &R annl 22 2444 2008 097 17-27-87 anl 2R 1004 | 2008 027 18-30-22 an

Date/TimeA

[Lu:ugu:uff] [ Selectehicle ] [ Select Template l [ Change Farms ] [ Save Template ] [ Fefresh Data ]

Ej Done é B Intemet




a Select Digplay Parameters - Microzoft Internet Explorer

. . . . 5 b A = f . e b I
: = ¢ ] = - A .t b [ K

: File Edit ‘“iew Favorites Tool:  Help @ Back </ \ﬂ @ | lj 7 Search ‘}\f} Favorites ﬁj [\ = _J & - Folders

. Address |@ https: /#sraz.050.noaa. govAfehicle_DMSP_43.asp?NEXTPAGE=DISP V| Go

: Links @ B azeStnkngmtT ool @ Compag @ ESPM @ Expr-Scripts @ Picture It @ Savingz Bonds @ SRAS @ Sterling Radar @ Windows 85 Windows Marketplace »

DISP - DMSE_ 43 DMESE 43

Select Display Parameters

Data Type: |  ChangetoHistoricData | Trended Data

Display Type: Table [ Change to Graph I

Start Time (2005 | (025 | 14 |.[08 |. |08 | Allavailable v |ooo1 |

End Time (2005 | (030 |[16 |50 |- |44 | Mo v

Munemonics Selected

2005 030 16:50:44

LY

Munemonic | Units | Use Value Frequency N Filter Expression MMove
ABATIV LAMN vl v||  ||aBaT1v/MNDP > 1000 ||
ABATIV [NDP v| [ all v||  ||aBaTIV/MNDP > 1000 ||

Select up to 8 mmemonics to add to the display.
[ Add mnemonics starting with ] | | (ot supply whole narme)
0 names
[ Select from all mnemaonics ] TI9 names
0172572005 140508 Data Availability 01/30/2005 165044
AN X X i
[ Logoff ] [ Selectyehicle ] [ Select Template I [ Show Takle ] D
W
@ Done é B Intemet




<} Display Data Table - Microsoft Internet Explorer E][=]x]
3 . . . . 1 A, = ' q ; 2 A l f
: File Edit “iew Favoites Toolz Help @ Back - \_/I \ﬂ \g | l\l 7 ! Search ‘?f\(’ Farvarites @3 - = _J ﬁ - Folders | .,'r-'
. Address |$§| https: /#sraz.050.noaa. govAfehicle_DMSP_43.asp?NEXTPAGE=DISP V| Go
: Links @ B azeStnkngmtT ool @ Compag @ ESPM @ Expr-Scripts @ Picture It @ Savingz Bonds éj SRAS :E[ Sterling Radar ;El Windows 85 Windows Marketplace »
TABLE - DMWEP 43 DMEP 43 2005 030 16:521.07
Display Table - (no template)
. ABAT1V ABAT1V
DateTimeA AMNall NDP/all
2005 025 15:49:47.000 24.8581 5213.000
2005 025 17:31:25.000 24.829 5421.000
2005 025 19:13:04.000 24.8379 4877.000
2005 025 20:54:43.000 24.8832 1044.000
[ Logoff ] [ SelectVehicle ] Select Template I [ Change Parms ] [ Sawve Template ] [ Refresh Data
@ Done é B Intemet




