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Event correlation for the Ground Segment

Operations Ground Segment a complex system
of systems, high-throughput event sources

Spacecraft database consists of tens of
thousands of parameters

Conditions change based on flight experience
and mission evolution -> evolving workaround ==
databases of manual FCT instructions based
on system events

Need flexibility - adaptable, automated
monitoring rules and source-agnostic capabilities
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Event correlation for the Ground Segment Q{%esa

MR&C typically limited to the subsystem under
control, no system-level monitoring

Limited processing and analysis capabilities:
limit checking, synthetic (derived) parameters,
filters — static, stateless operations

Advanced analysis tools only for offline archive

Exacerbating trends: = e

2013-168709:
2013-168709:
2013-168709:

Increasing data rates - test known bottlenecks

2013-162115:
2013-162715,
2013-

Increasing mission complexity : i

2013-
2013-

Fewer human operators per mission o e

s2KTCo07

ESA UNCLASSIFIED - For Official Use Marcus Wallum | 04/03/2020 | Slide 3

— 1 b z= ' - I W = " 1011 - = O 11 T == g3 v European Space Agency




Example from manual instruction database

Spacecraft
Events
Services 5
and 12

EXM SY-CRP-000

Ops FAQ

E

EXM Info

0OoL
Parameters

Condi
Assumed cause: STR blinding

Negative
Acknowledge

OPS Info

on: If parameter GFDG9AAE (FD:PARAMID) is GPA5501Z or GPAS5518Z and PMON 38 did not trigge

Reaction: send email to on-call engineer (copy FCT) to notify the reception of the TM[12,130]

[v]

Event received TM[12,130]

Event received TM[12,130]

Services 1
and 13

3 —T - O X
APID - PID - EvID ~t| SPID - Mnemonic -t DESCR SpaconAction - SoeAction - CRP_RIH
758 a7 2 709102001 GPS02003005 ENTER STB' Indicates unforseen PDHU mode change to standby mode. Can be caused by any of Check other PDHU events.
the following events: 12, 15, 21, 22, 23, 24, 25 & ZE-‘
758 a7 3 709103001 GPS03003005 | INIT TEST FA ndicates failed health checks after PDHU power on or reboot. Check EPDA0D0OL for failed health checks: PD-FCP-102, P
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If event frequently repeated (every ~20 seconds) and alternated with eventID 2
ENTER STBY NPU this is a continuous reboot issue (similar to AR EXM_SC-21).

In this case powercyle the PDHU with support from on-call SOE using FOP PD-FCP-
& PD-FCP-101.

Else, check if PDHU is in OPERATIONAL mode and si
this event) and inform SOE.

Initialization section should hint at reset reason (which parameter out of
GPS25017, GPS25027, GPS25037, GPS25047 has value RESET?).

Boot Status section should indicate any SW image loading errors (only
parameter combinations allowed value NO_BOQT are {GPS:
& GPS25097 & GPS25087 & GP:
atus section should indicate which self tests were done
and/or OK (only parameter allowed value NO_BOOT is GP52518Z).
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What is Complex Event Processing? - Example

Simple example:
1. Credit card transaction (event)

2. Read and record card transaction time and geolocation (event

processing)
EVENT STREAM

3. Aggregation of multiple credit card transactions to derive an
occurrence of a transaction within a short repeat interval and/or from
geographically distributed locations (complex events)

4. Creation of a new complex event “Potential Fraud’ based on inference
rule (complex event processing)
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What is Complex Event Processing?

Multiple types, multiple sources

Event source

ent ecniirra
= Event source

Event source
Event source

&

Partial or non-ordered

EVENT STREAM(S)

Linearly ordered
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dcesa

Automation

CEP ENGINE

ACTIONS
m \ » ALERTS
4_
Event B Event C

~ > Event Classes and Hierarchies
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Complex
Event B

Complex
Event C
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What is Complex Event Processing? - Functions

Pre-processing of

heterogeneous data CEP ENGINE

Dat
Event types normalisation

@ Event Objects
Data formats

@ CEP Operations

Timestamps (e.g.
generation, reception)

@ EPL

@ Patterns & Rules

@ Visualisation

& Output
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What is Complex Event Processing? - Functions

ESA UNCLASSIFIED - For Official Use
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CEP ENGINE
@ Data

normalisation
@ Event Objects

@ CEP Operations

@ EPL

@ Patterns & Rules

@ Visualisation

& Output

— = e OBl " E=2 K1 2K i

s

{cesa

Abstraction from
real world events

Representations for
human users

e.g. change of
state, non-events

Header & payload

Classes of events
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What is Complex Event Processing? - Functions

Aggregate, encapsulate,
count, derive, filter,
suppress, merge/join,
query, limit rate, ...

Traceability, Causality

d
«

Stateful
Low computation cost

Deterministic
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CEP ENGINE

@ Data

normalisation
@ Event Objects

@ CEP Operations

@ EPL

@ Patterns & Rules

@ Visualisation

& Output

]

®
7
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Operator

lllustration

x before y
y after x

x equals y
y equals x

X meets y
y metBy x

X overlapsg
y overlappedBy x

x during y
y contains x

X starts y
y startsBy x

x finishes y
y finishedBy x

1 " = 2 im

I+l
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What is Complex Event Processing? - Functions &\%esa

CEP ENGINE
@ Data

normalisation
@ Event Objects

@ CEP Operations

@ EPL

@ Patterns & Rules

@ Visualisation

& Output
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Expressive Event
Processing
Language

EPL statements to
define and combine
Operations

SQL-like, streams
instead of tables

Simplicity for users
important
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What is Complex Event Processing? - Functions \

Combine Operations to form
processing rules and CEP ENGINE
pattern detection @ Data

normalisation

Windows (count or time :
based, sliding) and @ Event Objects

conditional, stateful CEP O -
_ / e perations
operations e.qg. if within, @

while, after, during, etc @ EPL

@ Patterns & Rules
Transgarincy for users @ Visualisation
importan & Output
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What is Complex Event Processing? - Functions

ESA UNCLASSIFIED - For Official Use
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CEP ENGINE

@ Data

normalisation
@ Event Objects

@ CEP Operations

@ EPL

@ Patterns & Rules

@ Visualisation

& Output

=
=
3

-CSd

Customisable and
interactive - real time
or offline

Output events to alert
an operator or trigger
actions for systems

Interfaces with
consumers (e.g. source
systems for automation,
mobile devices)
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What is Complex Event Processing? - Summary ‘\\W eSa

» Set of concepts and functions for processing event streams with the
goal to detect meaningful correlations and higher level events of interest

CEP ENGINE

» Enabling g Data » Historic or

normalisation omplex -
en ha nCEd & Event Objects uer:, ox . e rea I -tl me
m o n ito ri n g @ CEP Operations e
= B erL -
and re_a_c_tlon @Patterns&Rules 0 > Around Slnce
capabilities CRC early 1990s!

» Appears suitable for mission operations: timeseries data, stateful,
high throughput, low latency, multiple sources, automation
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CEP for the Ground Segment - Concept {cesa

""" ’ Lists Of Events ik Patterns
Log-file P
\
E E E Ex
Py |
I I‘Easlfaa‘--|51os|h||
e L
| B N (1 =
. -~ X_ > ® scenarios
5cos ey === el ) VYV—/—==ZEE =nul I
f 2

|
|
|
|
|
|
|
A
|
|
|

|
|
I
I
|
|
(out of limits, TM l
|
|
}
|
I

combination I
1

| Diagnosis
- Possible action
f | status, errors, s CEP engine (online) scenarios for the
messages) events combination
)i
1
Comparison between .
Events sources | Essts Events DataStage events combination and Delskt?p.

lists aplication

I patterns
(1) MPSF, GFST, MPSF, GFTS, REALS, ...
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CEP for the Ground Segment - Use cases {cesa

ESOC operates a wide range of missions. Potential use cases and
scenarios strongly depend on the missions and their characteristics

ﬁ.&,\é’; lust ny ;7| integral
— S cluster (5,«)
W o
2 g
w >
Cﬁ(_'—.—:_ exomars '
2= = FE—
— Y. Y o
;J/{‘_‘ gaia e :"m' bepicolombo
=\ 2 ooy

A significant response from FCT on use cases where existing M&C
capabilities were considered inefficient or limited
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CEP Deployment scenarios for TM/TC data \\&i{;esa

(1) TMRT
(2) TMPB,
(4) TM P/L
(31TCCLTY
Control Ground
Station (S-Band) (5) P/ data
| PDGS
oPs LAN l Relay LAN | ARES LAN
CEPL
3 I I
EUDAS2K I I |
applications
(7} SLE RCF SC0S2000 I |
(16) RAPID
(8] SLE ROCF {61 SLE F-CLTU RAPID I I
les | |
({ (17) 52K TM l |
13)S2KTM
(12) 52K TM packet packet packets
(@) TM fra »| CPDTM | I EDDS I
///
s (11) CLew p
(10) LTl (14) 52k (14) s2K WEES (s | (18)52K T packets I |
A, - M
—F TC packet ket
TR TC packet Tc TC Verifier packel
multiplexer v
(20) Data (21) Data
oBaM :MF retrieval retrieval
rivers response response
(19) SMF I |
ill
Legend s/co8 I‘:’::W service
Main TV request/
an flow response
e Main TCflow
Potential data | |
source for CEP

ESA UNCLASSIFIED - For Official Use Marcus Wallum | 04/03/2020 | Slide 16

— 1 b z= ' - I W = " 1011 -

e - | European Space Agency



CEP for the Ground Segment - Use cases (examples)

Mission Specific:

<JC-01: Star Tracker Blinding Events>

e UC-02: Missing Large Data Units during
Downlink

e UC-03: Avoid Requests for Re-
transmission for Impaired Blocks

e UC-04: Rover Relay Use Case
e UC-11: AOCS Loss of Convergence

e Space Weather and Near-Earth Object
notifications

ESA UNCLASSIFIED - For Official Use
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Generic:

UC-05: Prevent Alarm Flooding

UC-06: Multi-mission Critical Uplink
Detection

UC-07: Prediction of Required Manual
Involvement — UC07

UC-08: TC Stack/Schedule Verification
UC-09: Detect “Missing” Events
UC-10:"Super” Alarms / Out of Limits
UC-12: E2E File transfer verification

Marcus Wallum | 04/03/2020 | Slide 17
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UC-01: Star Tracker Blinding Events &&:&esa

Star tracker (STR) a common attitude determination device

Aim: Aid the operator in identifying if a reported STR blinding
event is expected or not
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UC-01: Star Tracker Blinding Events {zesa

Event sequence:

ASA1321L Valid stars
ASA1322L Detected stars

-> 0
O

ASA1311Z Quaternion Flag
VALID -> NOTVALID

\ 4
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UC-01: Star Tracker Blinding Events
Auto STR reset

Event sequence: GPA31F3Z Data Handling
->state change
HUA75DAZ Central Software
->state change
ASA1321L HUA7640Z
ASA1322L

->state change

>0 20 mi |
mins cycle 0

ASA13117Z GPF10L0Z STR MODE
VALID -> NOTVALID -> outside NEAT
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UC-01: Star Tracker Blinding Events

Event sequence:

ASA1321L
ASA1322L

Auto STR reset
GPA31F3Z
->state change
HUA75DAZ
->state change
HUA7640Z
->state change

—
—
—

=

®
»
D

EGNDO0100
STR1 -> STR2

-> 0 _
20 mins cycle

GPF10L0Z
-> outside NEAT

ASA1311Z7

VALID -> NOTVALID

ESA UNCLASSIFIED - For Official Use
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2.5 hours outside
NEAT
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UC-01: Star Tracker Blinding Events @k eSa

Manual Operator Checks A number of OOL to

Detected only if OOL set correlate and check
conditions

1

Check which STR in use

Check in MTP Viewer if
ESA UNCLASSIFIED - For Official Use blinding was expeCted Marcus Wallum | 04/03/2020 | Slide 22
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UC-01: Star Tracker Blinding Events

Data (event) sources:

Flight Dynamics

Event predictions

fime="2019-

054T05:42:47.000Z" count="20633"

— I b 2= EE - ] ==

object="Mars"/>

E m 111l D = IF -

—000z"

4944" duration="

1058™"

(s,

{=esa

9S4T06:08+45.0002" co
duration="

unt=" 8 Q"
lander="M20"
criteria="fix_el_mask"

elevation="00"/>

time="2019-

count="

On/>

Sci 1d="S1BE" time="2
00:41:17.000Z" count=

2634" duration=" 0"
object="Mars" />

Bl = R i
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Use case examples - Star Tracker blinding &;esa

Data (event) sources:

MIL 1553-3

"metadata™: [

Line Termination {

TM parameters b L e
Main Line Redudance Line Miey": "namen,
"wvalus": "HUATE40Z"

ASAL13ZIL
HUA7TSDBZ HUATSE307 N ASB13117 keyn: "descripsion®,
1 ] "value": "FMCH 064 Curr Status"
i «-—» \ = | g
\ 1 / : {
B \ / ' = | m "key": "subsystem",
| _

ASA1321L S ) ] | \ ) — valus": "TH
A —\ J A 5TR-2 STR-2 = ALB13122 b

{
s 2 L ~ A1 "key": "dataType",
= STR-1 AT STR-1 i - ASBLILAL "value": "STRING"
J ASE1I30N b
ASE IS0 ‘

"key": "type",
"value": "TM"

A 1360 P
ALELIMOP ¥,

\ .’ GPATLGON
GPA3I1GIT p 1

GEANLF I te

AL 80P {
PT—
GPAT FOX "key": "complete"™,

GRATFIL "value": "true"”

GPAYL A i

"key"™: "unit",
Sk "value": "none"”
i
Connector 1.
"data": [
{
"date™: "1539220877132",
"value": 0O,

"calibratedValue™: "N/A"
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Use case examples - Star Tracker blinding \\\&Q&esa

Many analyses possible..

MIL 1553-3

Line Termination
Impendance

Main Line Redudance Line

ASA13ZZL
rua7sDs2 @ aspisiiz
> o
1 : /

x
ASAL 3160 = y
s

AT STR-2 STR-2

STR-1 AT 5TR-1

-~ | %

Skin
Focus on the basics
for demonstration!
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Technologies — Market Analysis (Examples) &{%esa

56K’ SAP”
SPOMK o influxdots | Mp=TUS

APAMA

5 software*

@DEG&On' %E&fkq ©/samza TIBC% CSaS
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Technologies - Selection criteria Q\k eSa

e CEP Operations supported  Computing resources (CPU

o Accessibility — APIs, SDKs, load, etc)
Documentation, community e Machine learning plugins
o Usability - steep learning e Scalability

curves, EPL e Processing throughput

e Development maturity

e Licensing
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Technologies — Prototype trials

@ influxdata
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Technologies - Prototype trials — TICK Stack Q‘k ceSa
@ influxdata

T Telegraf: server agent for
collecting and reporting

CEP Orchestrator

Native
Analyzer
anmrk

—*I_I I-III

CEP Data Collector
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Technologies - Prototype trials — TICK Stack Q‘k ceSa
@ influxdata

T Telegraf: server agent for
collecting and reporting

CEP Orchestrator

I Analyzer I

-———+I-I-—HI-I-—\>II
T InfluxDB storage and
time series database
C
CEP Data Collector
K
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Technologies - Prototype trials - TICK Stack Q‘k eSa
@ influxdota

T Telegraf: server agent for
| amewer | collecting and reporting
-———+I-I-—HI-I-—\>II
i T InfluxDB storage and

time series database

C Chronograf: user
B interface for the platform

K

ESA UNCLASSIFIED - For Official Use
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Technologies - Prototype trials - TICK Stack \\N eSa
@ influxdota

T Telegraf: server agent for
Im' collecting and reporting

Data
-———*II I-III

——s T InfluxDB storage and
, Lo N time series database

C Chronograf: user
= interface for the platform

Kapacitor: data

Flight Dynamics

Event e ) processing engine
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Technologies - Prototype trials — TICK Stack Q‘k ceSa
@ influxdata

CEP Orchestrator

DR ma LoudML + M.
-———+|—|-~«|-|~\»|| TensorFlow ¥

TensorFlow

Deep learning API to

prepare, train, and deploy

: machine learning models

cepata collector | e for predictive analytics of
InfluxDB data
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Technologies — Prototype trials — TICK Stack

Data normalisation Vv~

w ASA1321L

Wizards for simple rules
and statistics
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Technologies — Prototype trials — TICK Stack

MW i WW‘W NW e o e W{PWW IMM WWW Simple

P 1 I 0y [ [ 111 111 T T 11 L1 LS 11 L1 I 11 | S 1 1 11 1811 1 S l|
23 Sep 24 Sep 25 Sep 26 Sep 27 sep 28 Sep 29 Sep 30 Sep 01 0ct 02 Oct 03 0ct

ind
2019/10/01 06:12:23.676 Ay . Q W I O W
ASA1321Lvalue 15 -
‘autogen” "ASA1321... 'SELECT count("count”) AS "count_count” FROM "F.. . a n a Iytl CS
unt._count™ FROM "FD"." > :dashboardTime: AND ("id"='S1BE' OR "1d"='S1BS') GROUP BY time(Sm). "id" FILL(nuil)

autogen”. "sci”™ WHERE time

Group by: " sute ™ | Compare: none ¥ Filll null

Queries /
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Technologies — Prototype trials — TICK Stack

Conditional
alarm flags

amo0928tesz Az [l Q

3LevelStamus0]. 3LevelFlag 2

ROM "EDDS" hutc 1 evelFle 5", "FD", "blind” FROM "chronog... [
o
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Technologies — Prototype trials — TICK Stack

TICKscript Editor

ThreeLevelAlert . — T ——— Slmple EPL x
Limited CEP capabilities — more
focused on Extract, Transform,

Load operations and not “true”
CEP (first-order logic) operations

State machine-like constructs X

TICK2.0 may improve here

-> Replace Kapacitor in stack
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Technologies — Prototype trials - Drools Fusion &Q&‘{iesa

Integrate directly
with EGS-CC

@Drools .
Fusiony
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EUD Web-Ul (custom

[AAMS] Prototype

[AAMS] Prototype

7

ESA systems Cloud services Internet
(RELAYLAN)

Push notifications
[AAMS] Frototype service
BE (CEPengine) g£-="] (Firebase Cloud
. Messaging) b
D i \\ %

Mobile app UI

ActiveMQ server 0o .- YoN .‘
; = 2 = "'.'T-:'\-.-.‘ [AAMS] Mabile
—— :{ j - | \ i app (i0s)
[: =28 [:,.5 4\ [Aawmsmvooie |
\SR— 7 app (Android)
S _.ll"f [AAMS] Mobile

app (...)

[AAMS] Prototype
connector (C)

[AAMS] Prototype
connector (D)

Ingest SWE, NEO
data and external
sources

Twitter Data

NEMO Fireball
tracking data

[AAMS] Prototype
connector (D)

NEO

| [AAMS] Prototype .
connector (E)
t

SWE
Data
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Conclusions ‘\QN eSd

Increasing need for automated, stateful event
analysis in operations ground segments

Current M&C systems not equipped
A significant number of use cases identified

CEP a promising solution to aid operators,
reduce alert fatigue, improve efficiency/automation

ESA integrating and testing a number of
promising, open source solution prototypes

In future, enhance integration with ML
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