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Session Goals

Present an array of topics to enhance space mission resiliency and highlight current
efforts to reduce cyber risks and ensure confidentiality and integrity of data in
increasingly connected systems.
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Presenters

Gilles Kbidy, L3Harris Technologies
Secure Ingest: A Common Service approach for implementing secure edge data ingest
solutions for Enterprise Ground System Infrastructures

Dr. Pouyan Amirshahi, The Aerospace Corporation
Protecting the Satellite Data Fidelity by Monitoring the RF Spectrum at the Ground Station

Leon Davidson, Oracle National Security Group
Using Blockchain for Imagery Supply Chain Management

Brandon Bailey, The Aerospace Corporation
Re-defining Success of Ground Cyber Assessments

Rafael Martinez, Loyola Marymount University & Barry Lyons, KPMG
Interactive discussion on Satellite Cybersecurity
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Key Points

Secure Ingest — a novel data
validation, edge solution to ensure
data integrity in near real time that is
tunable based on a high, medium, or
low trust source.

Radio Frequency Interference
Monitoring System (RFIMS) -
Spectrum is crowded and overlapping
as DoD and commercial entities share
the same radio frequencies.
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Cyber Assessments - Move beyond paper
compliance to perform holistic testing to

include both passive and active
assessments with consideration to mission
threads and threats.
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Threat Defense

Blockchain for Imagery Data — Assuring
data integrity with through chain of custody.
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Conclusions

* Take a holistic approach — broaden
the authorization boundary but
operate with zero trust inside the
boundary

* Defense in depth- if an adversary
breaks through the outside layer,
there are more layers of security to
get through

* Focus on analysis of mission threads,
adversary threats, and system
vulnerabilities to determine and
implement mitigations.

Its not about risk elimination, its about risk management which requires
understanding your mission, the environment (infrastructure, architecture, and
boundaries), and the threat.
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