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Agenda

¢ Goal
¢ Situational Awareness and On-Demand Operations

¢ Fast Access Situational Awareness Toolkit (FASAT)

¢ Other Applications for FASAT Technology

¢ Discussion
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Sponsor

¢ Air Force Research Lab, Human
Effectiveness Directorate

— POC: Dr. June Skelly

~ ¢ Funded through Phase | and Il SBIR




Space Command’s Objectives

¢ The Air Force Space Command (AFSPC)
Strategic Master Plan for FY02 and Beyond

— “Total Space Situational Awareness”

— “Next Generation Space Asset Operations
Capabilities”
-~ =*"“On-demand operations”
— “Autonomy”
— “Reduce the cost of doing business” via “cost-
effective mission operations”

— Leverage partnerships
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Traditional Operations

Traditional Mission Operations

Mission 1 Mission 2 Mission 3

Staffed 24 x 7
~ Unique and dedicated resources
E mCbile
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Our Vision of Distributed Operations

Mission 1

; ----- THE PENTAGON

WASHINGTON

: __];' ' :

1 : acl Researchers
Off-Site Other Military Troops in
Contractors Locations the Field
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-~ Improving Situational Awareness

Can Improve Mission Assurance




Example Definition of Situational
Awareness (SA)

¢ “...the perception of the elements in the
environment within a volume of time and
space,

-~ ¢ the comprehension of their meaning, and
~ ¢ the projection of their status in the near

future.”

— Endsley (1995)
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Spacecraft Emergency Response
System (SERS)

¢ First generation tool to support SA for
distributed operations

¢ Operationally deployed by NASA for

post-pass monitoring and alerting

— Features

- Automatically fills in event reports

« Wireless alerts

 Tracks response

— Meets the needs of users




Spacecraft Emergency Response
System (SERS)

¢ A great tool, but only designed for post-pass

automation

— Can only monitor (parse) one source of data
— Alerts limited to “summaries” of pass events
— No tools to support information sharing

— Simple call down (roll over logic)

~ ¢ Does not have all the functionality to provide

—the level the situational awareness needed for
the Air E .. £ 7224 I i
listributed X
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New Challenges in 7x24 On-Demand
Distributed Operations

¢ Providing Initial Situational Awareness
— When to send first “alert”
— What level of information to send

— How to determine when an incident ends
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Fast Access Situational
Awareness Toolkit (FASAT)

Next Generation Suite of Tools

to Improve Mission Assurance for

7x24

On-Demand Distributed

12




Loaai Alerting & Remote
°9§'"9 Workflow Collaboration

Reporting

Universal Wireless Gateway
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FASAT Support for On-Demand
7x24 Distributed Operations

¢ Perception

— Users (with Web browsers) have access to the latest
incident reports
~+» FASAT performs near-real-time (NRT) monitoring and
filtering of steams of data from multiple sources, as defined
in “Scenarios”

—FAST then automatically creates incident reports and

updates, then with the latest data throughout the incident
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FASAT User Interface

'3 http:/ /mfwebl.mobilefoundations.com/dey/FASAT /events.nsf/home?openframeset&login - Mic

File Edit ‘iew Faworites Tools  Help

QBack -~ &) ~ [¢] [2] @ | Search Fawvorites @ Media 4 | * i - e D3

Address IE;“LI htkp: ffmfwebl . mobilefoundations .comdew [FASAT fevents. nsfihomeropenframesetidogin j ﬂ Go |Links * | Morton Ankivirus E hé

Incidents Scenarios People Assignments Schedule Resources Anomaly Summaries

®previous ™ Next € Add Alert Refresh  Sort]By Date - @ Help ® Logout

Document Date Organization Start Time End Time Originator Alert ID

~ WIRE

b Inactive Stream Incident #97601 02/08/2003 WIRE (WIRE) 04:32:49 PM 04:39:02 PM NEW_BASIC
Inactive Stream Incident #37591 02/08/2003 WIRE (WIRE) 04:08:37 PM 04:18:08 PM NEW_BASIC
Inactive Stream Incident #37581 02/08/2003 WIRE (\WIRE) 03:46:11 PM 03:48:13 PM NEW_BASIC
Inactive Stream Incident #97571 02/08/2003 WIRE (\WIRE) 03:40:03 PM 03:45:11 PM NEW_BASIC
Inactive Stream Incident #37561 02/08/2003 WIRE (WIRE) 03:19:41 PM 03:26:46 PM NEW_BASIC
Inactive Stream Incident #37551 02/08/2003 WIRE (\WIRE) 03:03:26 PM 03:04:29 PM NEW_BASIC
Inactive Stream Incident #97541 02/08/2003 WIRE (\WIRE) 03:01:25 PM 03:01:25 PM NEW_BASIC
Inactive Stream Incident #37531 02/08/2003 WIRE (WIRE) 02:58:23 PM 02:59:25 PM NEW_BASIC
Inactive Stream Incident #37521 02/08/2003 WIRE (\WIRE) 02:47:17 PM 02:58:23 PM NEW_BASIC
Inactive Stream Incident #97511 02/08/2003 WIRE (\WIRE) 02:45:15 PM 02:45:15 PM NEW_BASIC

»
b
b
»
b
b
»
b
b

To send a message to all of the chat participants, enter your
message inthe "Type Message Here" field to the right.

Open chat in separate window
Incident Partal Chat People Here:

To start a one-on-one chat with a specific person, double-click
their name abowe. Then, enter vour message into the dialog box % Mary 5 Hoxie
that appears. Trinadh Kavuri

Type meszage here:

|&] pone I_ I_ I_ | mternet
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FASAT Configuration

Scenarios %

Incidents Scenarios People Assignments Schedule Resources Anomaly Summaries

®previous ™ Next Add New Scenario  Sort: By ID

Alert ID Severity Filter Description
Y WIRE
b LIMVIOL LIMI0L hledium
 NEW BASIC KEWY BASIC Medium
Event Filter Definition for | Enabled

'E: Cperatar
tellite Engineet
kedium




FASAT Scenarios

13
4= Back to Main Workspace (Cancel Edit) # Add Notification 8 Add Filter U pelete
Scenario

@ Help ® Logout

*denotes required field
Scenario Information

Crganization: WIRE
* Scenario 'Dleemm

(alphanumeric without any spaces)

+ i i . . .
Scenario T'ﬂe-llemunatratlun Scenario

* Description: This scenario iz used for demo purposes only

Severity Level: | gw © Medium & High
Impacts:

Notification

Motification List: Operatar
Satellite Engineer
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FASAT Filters for ITOS

-

# Back to Main Workspace (Cancel Edit) U belete Filter @ Help ® Logout

Crganization: WIRE
Alert ID: MEW_BASIC

Bteam:lrrgg vI

Filter Type: & Eyant € Stop
Filter Enabled: & vas ¢ po

Add Filter Expression

Filter Expressions:

Incident FIELD "EwentMumber" MWatches "02" Edit Expression Delete Expression
Incident FIELD "EwentMumber" Matches "01" Edit Expression Delete Expression
Incident FIELD "EwentMumber" Matches "20" Edit Expression Delete Expression
Inhibit FIELD "Message" Matches "Coded0052" Edit Expression Delete Expression
Incident FIELD "EwentType" Ilatches "CFG_ALERT" Edit Expression Delete Expression
Incident FIELD "EwentType" Matches "TCW _FATLT" Edit Expression Delete Fxpression

Incident FIELD "EwentType" Matches "STOL_WEG" Edit Expression Delete Fxpression
AND
FIELD "Message" Matches "MNO R-T TLLI RCVD"

Incident FIELD "EwentType" Matches "STOL_WEG" Edit Expression Delete Fxpression
AND
FIELD "Message" Matches "BARKER CODE DID HOT UPDATE - LAST UPLINK TIME"

Incident FIELD "IMessage" Matches "ACE Comunand Error Counter has incremented" Edit Expression Delete Fxpression
Incident FIELD "Message" Matches "ETE 24 (Enter Z5F if 30C * 25%) iz DISABLED" Edit Expression Delete Expression
Incident FIELD "Message" Matches "Low Battery State-of-Charge Sensed" Edit Expression Delete Expression
Incident FIELD "IMessage" Matches "Action EHABLED PAZRSIVE suppressed RT3" Edit Expression Delete Fxpression
Incident FIELD "IMessage" Matches "WIEE 3C_EVENT for D3 Start Time Mot Found" Edit Expression Delete Fxpression
Incident FIELD "Message" Matches "Timeline Enable Flag is FALIE" Edit Expression Delete Expression
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# cancel

FASAT Filters for ITOS

@ Help ® Logout

Field

EventNumber

=

Eventtumber
Diate
EventType
tnemonicType
knemonicStatus
MnemonicHarme
knemonicvalue
knemonicDate
hMessage

[

Filtet Type: @& Iycident Filter
" Inhibit Filter

and

Matches

and

Mlatches

Sawe Expression
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FASAT Incident Reports

STREAM INCIDENT REPORT #97601

4 Back to Main Workspace Z Edit @ Help @ Logout

mission WIRE Qriginator:
Episode Started: 02708/2003 04:32:49 PM EST Spacecraft WIRE
Posted At 0270872003 04:32:49 P Episode Ended: 02/08/2003 04.39:.02 PM EST

Event Information

Alert ID: MEW_BASIC
Stream Status: Inactive
Last Update: 02/0852003 04:32 P
LastAlert 020852003 04:32 PM

Anomalous Alert Information

Limit Violations

‘ Wnemonic | WValue | Time
AGYROSTWD fraw = 0 02-344-14.08:05
AGY1XTT oy = 8 697401383 02-344-14.08:06
AGTICT ooy = 1092970631 02-344-14.08:06
AGY2XTT ooy = 8 358837579 02-344-14.08:06
AGT2CT ooy = 1092970631 02-344-14.08:06
AGY3XTT ooy = 8 016732271 02-344-14.08:06
AGT3CT oo = 1041641414 02-344-14.08:06
AGTIV oy = 06787741 02-344-14.08:07
AGY2V ooy = 06410603 02-344-14:08:07
AGYIV lenv = 0.8107724 02-344-14:08:07
ARSTDPAVATL lraw =0 02-344-14:08:13
ARESAFESTAT frawe = 1 ' |02-344-14:08:13
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FASAT Support for On-Demand
7x24 Distributed Operations

¢ Perception

— Remote users wirelessly receive custom incident
data as soon as possible

~+ FASAT’s NRT alert-workflow engine sends alert
notifications out to the appropriate on-demand remote
users (pre-defined)

« FASAT sends reminders for users to respond to alerts
 FASAT automatically performs roll-over functions to ensure

- that someone receives the data in a timely manner
 FASAT incorporates mobileFOUNDATIONS’ Universal
Wireless Gateway that sends wireless data and voice alerts
to remote users
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FASAT Notification

Motification

BEY
= Back to Main Workspace (Cancel Edit) ¥ Delete Notification @ Help @ Logout

*denotes required field
Scenario Infermation

Scenario 1D MEW_BASIC
Qrganization: WIRE

* Pnsitinn:l Satellite Engineerj
Change to notify by persan

* Contact TvRe: ¢ Standard  Emergency
Alert Message: (This js 5 FASAT alert

Include Fields @ |ncident Mame
Message: ¥ scenario 1D

™ Scenario name

[T Incident Time

™ Date

[ Incident Description

I submitted By

™ Incident Location

Fespond W|th|n|3n riftes.

= Inforrmatian Only {do naot rollover across people)
" Response required (rollover across people of no response or deferred to backup)

W Category
[T ALTAIREVENT W EVENT W LIMIT ¥VIOL W 3C EVENT

W cFe ALERT W GROUND W Other
Submit |
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FASAT Schedule

Sort:| Calendar = @ Help

®previous ™ Next B New Entry
February 2003

February 2003

Monday

12:00 Akd - 12:00

Ah
12:00 Akd - 12:00

Ah

WIRECperatar

WIRESathIitE
Enginesar

Monday 10
Mick Baitinger
(Primary)
Jeff Fox (Backup 1)

Dave Gillen (Primary)

Tuesday 11

YWednesday 12

Thursday
12:00 Abd - 12:00

il
12:00 Abd - 12:00

il

WIRECperatar

WIRESatE.”ItE
Enginear

Mick Baitinger
(Primary)
Jeff Fox (Backup 1)

Dave Gillen (Primary)

Thursday 13

Friday
12:00 Ak - 12:00

fil
12:00 Ah - 12:00

WIRE Operator

WIRESatE.”ItE
Enginear

Mick Baitinger
(Primary)
Jeff Fox (Backup 1)

Dave Gillen (Primary)

Saturday
12:00 Ak - 12:00

- 12:.00

WIRE Operator

WIRESatE.”ItE
Enginear

Mick Baitinger
(Primary)
Jeff Fox (Backup 1)

Dave Gillen (Primary)

Saturday 15

WIRE Operator

WIRESatE.”ItE
Enginear

Mick Baitinger
(Primary)
Jeff Fox (Backup 1)

Dave Gillen (Primary)
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FASAT Team Profiles (1 of 2)

Team Member Profile

=3

4 Back to Main Workspace (Cancel Edit) U3 Delete Person ® Help ® Logout

Contact Information

*First Name:IJEﬂ:

*Last Name:lFDx

Telephary F'IN:|1 234 (4 digits)

Work Contact Information

*Phone:{ees-555-5555
Fai|1234567590

*E-M3i|3ijux@mubilefuundaﬁun

Address:l

Home Contact Infoermation

Phone:{5e5-555-1111

Fai |pe6-655-2222
E-Mail:l

Address:l
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FASAT Team Profiles (2 of 2)

Cell Phone Contact Information

Cell Fhone:feer FrR-3333

Pager Contact Information

Send To: ¢ Mg pager
' E-mail Address
& Pager PIN and senice specified hare

FPager PIM Numher:lEEZ?EDE (if applicable)

FPager Semice Name:lakﬂem vI (if applicable]

Fager E-mail Address:l

(if applicable)

YWireless Weh Address:l (if applicable)

Dthemddregs;|mick@mnbilefuundatiu (if applicable)

Contact Method

*Standard Contact | Other Address ¥ | ™ Send Code Only
Backup Device:l Pager j ID mins

*Emergency Contact [\iork Phone v | I Send Code Only
Backup Device:l Fager j I':' mins

mCbile

FOUNDATIONS



FASAT Support for On-Demand
7x24 Distributed Operations

¢ Comprehension

— Remote users receive the most content, formatted in
the best format possible

« FASAT optimizes the content based on the characteristics
~— ofthe wireless device and service provider

o mCbile
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Universal Alert Notification & Response
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FASAT Support for On-Demand
7x24 Distributed Operations

¢ Perception

— Users (with full Web browsers) can stay informed as
to who has been notified, responded, and receiving

~ _updates

« FASAT’s Incident View posts the latest status of the
incident

« FASAT’s Incident View visually represents the current

status of the remote users
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FASAT Alert Tracking

$previous ™ Next L) Add Alert Refresh

Document Date Organization 5

Y WIRE
¥ |nactive Stream Incident #97601 02/08/2003 WIRE (WIRE) 0
X Mick Baitinger (Operator) - Motified by A5,
L / Wi'eh at 20852003 04:32:-50 Phd
o Jeff Fox (Operator) - Motified by Phone Call at 020822003 04:37:00 Ph
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FOUNDATIONS




FASAT Support for On-Demand
7x24 Distributed Operations

¢ Comprehension

— Remote users can make better informed decisions
by receiving updates on the status of the incident

— + FASAT pushes updates to users (if requested) detailing the

most recent data about the incident throughout the incident
 FASAT allows users to remotely request “contextual” data

B mCbile
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FASAT Reminders, Updates, and
Confirmations

Set Alert Options

Auto Reminder: Prompt responders who have not yet responded to notifications to remind them to do =0
" Da not send Auto Reminders.

" Send Auta Reminder everyl minutes
r =top sending Auto Reminders aﬁerl messages have been sent.

Updates: are sent to users to keep them aware of the current status of incidents.
" Do nat allow users to request updates.
" Allow users to request update.

When there are changes/new data, send updates everyl minutes.
When there are no changes/new data, send updates everyl minutes.

Verifications: Keep users informed of whether (and when) FASAT receives responses.
" Da not send a natification
" Send a notification whenever FASAT receives a response.

mCbile
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FASAT Support for On-Demand
7x24 Distributed Operations

¢ Comprehension

— Users (with full Web browsers) can post and have
access to supporting information
« FASAT incorporates a “resources” area for storage of and

~__access to any to type of file (e.g., manuals, schematics)

- mCbile
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FASAT Resources

Incidents Scenarios People Assignments Schedule Resources Anomaly Summaries

®previous ™ Next Add Resource @ Help ® Logout

Title
P Links
¥ Training
ITOS Training Documents
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FASAT Resources

Resources

- Back to Main Workspace Q Discuss this Resource &= Edit Resource @ Help @ Logout

Title: ITOS Training Docurments
Type: Training
Description: Training docurments on how to operate [TOS

Date entered: 02/05/2003 07:55:26 PM
Entered by Jeff Fox
Comments:

2 O S -OWETEW . 10
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FASAT Support for On-Demand
7x24 Distributed Operations

¢ Projection
— Users can collaborate to gain insight into
how to respond to incidents
 FASAT incorporates real-time collaboration tools,

including:
-~ —Chat,; Awareness, screen sharing, whiteboarding

Uses have access to use other tools to assist

in support of FDIR activities
« FASAT provides a “portal” infrastructure for

access to other tools and applications to assist in
decision making
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FASAT Awareness and Chat

i John Jones/SEs Chat [started: 05-Dec-01] Hi=] E

+ John Jones/SE [started: 05-Dec-01]

: paged about a battery problerm.

Type pour text

| arning: App

'wharmang: Applet 'Window

o mCbile
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Tech Transfer

&

Commercialization
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Incident Management Concept

1011001 10011 ' :

1111011 .

0011 0110 1101 Operations
| Remote First
| Change to Data Acquisition Responders

Asset or

Condition Tools
| Service

| Providers

Stakeholders

— 1
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Incident Management

Incident

Portal
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IncidentPortal ™
Features

Reliability & Security

Web-based
Incident Management

Content Management
& Data Fusion

Collaboration Tools

Interoperability

Diverse Triggers

Wireless Access

Alert Management &
Workflow
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Sample Applications

¢ Critical infrastructure & force protection
¢ Cyber Security
¢ Public Safety
~— ¢ Search and rescue
~ ¢ Counter-terrorism
~ ¢ General public safety
~ ¢ Natural disasters
~ ¢ Critical infrastructure & force protection

¢ Distributed situational awareness for command
— & control
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Deliver the right data to the right
people all the time, anywhere, any

device.
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Contact Information

¢ For more information, please contact:
Jeffrey Fox
mobileFOUNDATIONS, Inc.
103 W. Broad Street
Suite 600
—Falls Church, VA 22046
—703-532-9615
- 703-532-9618 (fax)
ifox@mobilef It

www.mobilefoundations.com
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