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Intrusion Detection in Space Systems

Intrusion Detection and Prevention in an NSS System

* |imited characterizations of the

threats, vulnerabilities and Ly oot R s
mitigations for the space segment E =" =t
and the space to ground interfaces e i

* Continuous monitoring for e 5 ) b
intrusions can alert operators to »

attacks in real-time

* Extensive research and
experience using IDSs and IPSs
in ground networks, but require adaptation to work with space systems and
specialized protocols



Slingshot Smallsat Platform

* Aerospace is building a demonstration cyber-hardened space platform

* Two components:
— Flight processor
— t.spoon processor (high-performance Zynq Ultrascale+ payload processor)
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Applications of Machine Learning for
Cyber Anomaly Detection

* Command anomaly prediction

— Learn normal operational command sequences and generate alarms on unusual
commands or sequences

* Telemetry anomaly prediction

— Estimate complex relationships among variables (e.q., telemetry values)
* Vehicle bus traffic pattern prediction

— Detect unusual traffic patterns on the bus
* System state anomaly detection

* Aerospace is developing prototypes to guide applying machine learning to
space data in each of these areas
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LSTMs
Recurrent Neural Networks [11.12]
RNNs
Hy Ht.1 Hy He1 - A form of temporally aware neural
T 4 $ § networks

- Information passed in loops through the
R — tanh tanh 1a:h_L>
W = L I L network

- Usually consist of single tanh operation
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o o o - Trouble with long term dependencies
LSTMs — Long Short Term Memory Hy
- Address long term dependency 0

issue of vanilla RNNs
- Four neural network layers/gates
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Choice of LSTMs mitigates losing long term patterns
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Density Based Clustering

Non-Parametric clustering with outliers [BIl4

DBSCAN - Density-based spatial clustering of appllcatlons W|th
noise- Ester, Kriegel, Sander, Xu e

- Density Based i AN
- Non-parametric Y
- Dense regions become clusters Joe LT AT

- Points in sparse regions are outliers

The DBSCAN algorithm can be abstracted into the following steps:[]

1. Find the points in the € (eps) neighborhood of every point, and
identify the core points with more than minPts neighbors.

2. Find the connected components of core points on the neighbor
graph, ignoring all non-core points.

3. Assign each non-core point to a nearby cluster if the cluster is an €
(eps) neighbor, otherwise assign as outlier.



Command Anomaly Detection
Example Model Architecture
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fNeme input jDense |LSTM1|LSTM2 joueut
Dimensions 1x P xCspqce 128 32 32 Cspace

Activation None Relu tanh tanh softmax



STARSHIELD

Demonstration
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Spacecraft Security
Mission and Objectives

* Shape the future of spacecraft security by solving difficult, unanswered
problems affecting the enterprise:

— How do we enable lightweight cryptography on cubesats?

— What are the elements of a fully secure satellite security implementation?
— Which security elements are the most important?

— What can be done for existing satellite architectures (add-on security)?

— What emerging technologies are most promising to enhance security & are resilient to
future adversarial tactics?

* Government needs help:

— In-lab research which can be extracted to recommendations/ requirements/
evaluations for programs of record

— Development of prototypes which demonstrate emerging technologies
— Platform for training and cyber exercises
— Operational equipment to support security testing



Secure Boot

* Secure boot for the Zynq Ultrascale+ is accomplished by using the Xilinx

encryption boot mechanism, which encrypts all boot or configuration files.

* The Zynq Ultrascale+ is a representative space platform that offers security
features that can often be underutilized. Leaving the spacecraft more

susceptible to cyber-attacks.

* What AES Secure Boot offers:
— Integrity
* AES Secure Boot protects the

spacecraft from adversaries being
able to upload and execute their
own flight system software. Without
the AES key, you would be unable
to run any malicious boot image.

— Confidentiality

* By having the flight system software
encrypted, you protect the flight
software and deter any attempt at
reverse engineering.
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Boot Stage

Trusted Platform Module

Security Services

* User/privileged mode separation
* Authorization and access control
* Filesystem encryption

* Attestation

* Bitstream verification and loading (comm,

crypto, OS segmentation

* OS verification and loading

* Stage 2 verification and loading

* Key storage
* Encryption/decryption
* Stage 1 verification and loading

Code signing at each stage results in a chain of trust anchored in hardware




Cyber Hardened Payload Prototype

Cyber event collection flying on Slingshot 1

* Current prototype is going to fly on the tSpoon Processor (Zyng FPGA) payload
on the Slingshot One mission.

* Built on hardware root-of-trust

* On the payload we have:
— Cyber event collection and querying based on Elasticsearch
— Linux sensors monitoring:
* SELinux Audit log data
* Integrity Measurement Architecture logs
— Every file change and process execution is hashed and logged in our system
— TensorFlow integration to enable ML-based telemetry anomaly detection
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DEF CON Capture-the-Flag

Rhet Turnbull
@RhetTurnbull

We hacked the satellite! @hack a sat @defcon
@SecureAerospace #DEFCON

(8% ic-command-test.rb:46): Stderr:
j| ic-command-test.rb:47): Code: 0
ic-command-test.rb:48):
ic-command-test.rb:62): Sending request frame
ic-command-
Ml'RITE_ETH with ETHBYTES Ox7E5D004D10CC5A61744361AA08

ic-command-test.rb:62): Receiving frames
ic-command-test.rb:62): Session ID: 2151
c-command-test.rb:62): Sequence number: 1
c-command-test.rb:62): Total frames: 1
c-command-test.rb:62): Chunk size: 88
c-command-test.rb:62): Stored File MD5: fe314c1267eefb353:
c-command-test.rb:62): Remote File MD5: fe314c1267eefb353
c-command-test.rb:62): Downlink Verified
c-command-test.rb:67): extracting response-responsetxt.lzma
c-command-test.rb:69):

c-command-test.rb:73): Congratulations! You Hacked Me!
LUNNER): Script completed: strategic-command-test.rb

1:41 PM - Aug 7, 2021 - Twitter for iPhone

9 Retweets 72 Likes
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DEF CON Team

FEATURED EVENTS AT DEF CON 29
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Thank you! .

Questions? =~ *




