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The Fundamental Problem

How can we have the same application work 
in any cloud environment (including private 
clouds) while taking maximum advantage of 

cloud technologies?



Rules

Let’s make some rules to build quality apps 
that benefit from public clouds but work fine 

without them



Rule #1: In and Out of Cloud

Rule 1: Functionally equivalent services must be 
available both inside and outside of the cloud.  

Technologies easily available both in and outside of 
all the major cloud providers:

• Bucket APIs (Minio, S3, Google Cloud Storage, 
Azure Blob Storage)

• Compute (Local Server, EC2, etc.)

• Containers (Docker/Podman)

• Kubernetes (K3S, OpenShift, EKS, GKE, etc.)

• SQL Databases (Postgres, RDS, etc)



Rule #1: Rules Out

Staying cloud agnostic whiles also being able to run locally rules out some 
solutions

• Serverless – Like Lambda - When you are managing your own local 
servers, you also lose most of the benefits of serverless designs.  Plus, 
there is no standardized solution for serverless across clouds.

• Cloud Specific Message Buses – Like SQS.  There are open-source 
compatible technologies for some of these, but not a universal solution 
and generally other open-source message buses will work just as well.

• Specific AI/ML Tech – This one may be the hardest to avoid based on 
your application.  There are many single cloud specific technologies here 
that are really promising for many use cases



Rule #2: Maximize Benefits

When running in public clouds, take advantage of the big wins

• Bucket Technologies – High reliability and effectively infinite storage

• Compute – Servers on demand, no waiting on procurement

• Managed Kubernetes Clusters – Quick setup and ready to use volume 
technologies built-in

• Geographically Dispersed Data Centers – Handle power outages and other 
disruptions by being able to deploy across zones

• Less IT Overhead Costs – Less IT staff and facility space required

• Physical Security – Built in



Rule #3: Be Aware of Downsides

But be cognizant of the downsides.  Public clouds are not always the 
right choice.

• Much Higher Costs For Long Running Applications – Cloud 
costs are optimized for shorter running missions. Cloud hardware 
time is easily 5-10x the cost of purchasing your own hardware.

• Higher Latency – Response times getting to/from a public cloud 
will be much higher than a local server in your same building.

• Data Locality – Local data is faster to access

• Bandwidth – Local bandwidth is “free”

• Lock-In – Using offerings only available on a specific cloud can 
lock you in



Relevant XKCD

Adapted From https://xkcd.com/2347/



COSMOS: Key Requirements

Our core product, COSMOS, has the following key 
requirements relevant to this discussion:

• COSMOS shall run cross platform on any host 
operating system

• COSMOS shall run in any public or private cloud

• COSMOS shall run outside the cloud on a single 
server

• COSMOS shall store very large amounts of data over 
years 

• COSMOS shall scale from a single satellite to a 
constellation of hundreds



Key Design Decisions

• Use containers to fully capture all dependencies and allow for easier 
deployment

• Host computer only requires docker or Podman

• Stand-up our own Redis databases and don’t use managed Redis services

• Managed Redis services don’t currently support:

• Redis Cluster - Needed for scaling to large systems

• Redis Access Control Lists – Needed to secure Redis properly

• Use Minio when running outside of public clouds for Bucket support

• Use public cloud bucket technology when available for infinite storage and 
high reliability.



Wrap Cloud Differences

• Each cloud has generic bucket type functionality:  

• Put File

• Get File

• List Files

• Problem: There are differences in the specific API calls

• Solution: Wrap each bucket technology in a generic 
Bucket class, and choose which to use with 
environment variables



Use Common Technologies

Every major cloud provider has a hosted Kubernetes 
service.  We can take advantage of this using common 
technologies that will work on each.

• Use Terraform (and probably its fork opentofu going 
forward) 

• Even though the terraform scripts for each cloud 
have significant differences, it provides a common 
platform for setting up each cloud provider (rather 
than using something specific like CloudFormation), 
and it is technology that can be learned and used 
across clouds

• Use Helm Charts

• Once Your Kubernetes cluster is up, helm charts 
work well across both public and private clouds for 
deploying your specific application



Don’t Forget the Easy Case

• Kubernetes is great for large deployments, but it is also complicated.

• Since we are a container-based system, supporting Docker Compose is an 
easy solution to make it easy to get a multi-container architecture up and 
running on a single server

• A single compose.yaml file is used to describe the architecture and launch 
the entire system



A Final XKCD



Summary and Conclusions

• Follow Some Simple Guidelines

• #1: Pick tech you can use inside or outside of clouds

• #2: Maximize your benefits when in a public cloud ie. 
Buckets, Managed Kubernetes

• #3: Be aware of the downsides

• Stick to universal technologies (Terraform, Helm)

• Wrap the differences (Bucket class)

• Recommend supporting both Docker Compose and 
Kubernetes



QUESTIONS
?

Check us out at openc3.com

Need Modern C2
in the Cloud
and Locally?
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